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2. BBejeHue.

PF_RING 3TO BbICOKOCKOPOCTHan 6MbanoTeka 3axBaTa NakeToB, KoTopana npespauwaet PC B
addeKTMBHOE N AeLleBOe ceTeBOe YCTPOMUCTBO, OPUEHTUPOBAHHOE AN1A aKTUBHOMO aHaM3a
TpaduKa n ero ynpasneHusa. Kpome toro, PF_RING oTKpbiBaeT abCoONOTHO HOBbIE PbIHKK, TaK
KaK No3BosAeT co3aaBaTtb 3PPeKTUBHbIE NPUNOKEHNS pacnpeaeneHunsa Tpadumka nuam
dMNbTPALMM NAKETOB HECKOJIbKMMM CTPOYKAaMM KoZa.

3TO PYKOBOACTBO pa3feneHo Ha 2 4acTu:
e YcrtaHoBKa PF_RING 1 ero koHpuUrypaums.
e PF_RING SDK.

2.1. Yo HoBOTrO B pyKoBo/ACTBe noJsib3oBaTesiss PF_RING?

e Bepcua 5.5.2 (MoHb 2013)

° O6HoBneHHoe pykosoactso B PF_RING Bepcun 5.5.2

e Bepcus 5.4.6 (Asr 2012)

° O6HoBneHHoe pykoBoactso B PF_RING Bepcun 5.4.6

e Bepcus 5.4.0 (Mai1 2012)
° ObHoBneHHoe pykoBoacTso B PF_RING Bepcun 5.4.0

° HoBasa 6ubnnoteka libzero ¢ texHonoruei zero-copy ans rubkomn o6paboTkm nakeTa
HanpAamyto ¢ DNA.

e Bepcusa 5.3.1 (Mapt 2012)

° O6HoBneHHoe pykoBoacTeo B PF_RING Bepcum 5.3.1

e Bepcua 5.2.1 (AnBapb 2012)
° O6HoBneHHoe pykoBoacTeo B PF_RING Bepcum 5.2.1

° HoBble dyHKUnKM APl ana ynpaBaeHua annapaTtHbIMMU YacamMm U BPEMEHHbIMMU

METKaMM.

e  HoBble obpaTHble BbI30Bbl MOAYA (pacluMpeHus) aapa.
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Bepcus 5.1 (CeHTabpb 2011)

° O6HosneHHoe pykosoactso B PF_RING Bepcun 5.1.0

Bepcusa 4.7.1 (Uonb 2011)
° O6HoBneHHoe pykosoactso B PF_RING Bepcun 4.7.1

e  OnucaHbl PF_RING moaynbHas 6ubnmoteka n Hekotopble moaynn (DAG, DNA)

Bepcus 4.6.1 (Mapt 2011)

° ObHoBneHHoe pykoBoacTso B PF_RING Bepcuun 4.6.1

Bepcua 4.6 (PeBpanb 2011)

° ObHoBneHHoe pykoBoacteo B PF_RING Bepcun 4.6.0.

Bepcusa 1.1 (AHBapb 2008)

° OnwucaHa apxutektypa PF_RING moaynen.

Bepcus 1.0 (AHBapb 2008)

° MNepBoe pyKkoBoacTso nonb3osatena PF_RING.
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3. loopo noxkaysioBath B PF_RING

Apxutektypa PF_RING n3obpakeHa Ha HUKenpuBeLEHHOM PUCYHKE.

Monltoring Monitoring Monltoring
Application Application Application

Userand

Kemel

\

PF_RING User-Space Library

R =

: PFRING : | PFRING :

Ethemet Device Driver

OCHOBHbIMU CTPOUTENbHLIMMK BJIOKaMK SBAAIOTCA:

YCKOpeHHbIN Mmoaynb aapa, KOTopbln obecneumBaeT HU3KOYPOBHEBOE KOMMPOBAHUE
naketa B Konbua PF_RING.

Monb3osaTenbckuit SDK ana PF_RING, kKoTopbiit obecneumnsaeT npo3payHyto PF_RING-
NoAAepPKKY AR NO/Ib30BaTENbCKUX MPUNOKEHUA.

CneuunanusmposaHHblie PF_RING-opueHTUpoOBaHHbIe apaliBepa (A0noHEHNS), KOTopble
NO3BONAIOT YBE/IMUYUTL KOJIMYECTBO 3aXBaY€HHbIX NAKETOB 3a CYET 3PPEeKTUBHOIO
KOMMPOBAHMA NAaKeTOB U3 Takoro gparisepa B PF_RING 6e3 npoxorgeHusa yepes
CTPYKTYpbI AaHHbIX aapa. Moxanyincra, umeiite B Buay, 4to PF_RING moxeT paboTaTb €
nobbimu aparisepamm cetesbix KapT (NIC), HO NS MakcMmanbHOM
NPOU3BOAMUTENBLHOCTUN NCNONb3YNTE Te CNeLNann3MpPoBaHHbIe gpaliBepa, KOTopble
MOKHO HanTK B aupekTopum kernel/ katanora PF_RING. 3ameTbTe, 4TO TaKaa nepenaya

naketoB gpanBepom B PF_RING 3agaHa, koraa moaynb agpa PF_RING 3arpyeH BmecTe
C napameTpom transparent_mode.

PF_RING peanusyeT HOBbII TUN coKeTa (HasbiBaembln PF_RING), yepes KoTopbiit
NPUIOXKEHME NOJ/Ib30BaTENA MOXKET B3aMMOAENCTBOBATb ¢ Moaynem agpa PF_RING.
MpunoxeHne moxkeT nonyuntb geckpuntop PF_RING, n sbinonHutb APl BbI30BbI,

OMNMCaHHble HMXe B aHHOM pyKoBoAcCTBe. [leCKpnTop MoXKeT 6bITb CBA3AH C:

e  du3nYecKMm ceTeBbiM MHTEPDENCOM.

e RX ouepeabto, TO/IbKO Ha aganTepax Cc NoAAepKKOM HECKONbKUX ouepesei.
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e Jliobbim BUPTYaNnbHbIM MHTEPdENCOM, CBA3AHHbIM C MHTEPdENCOM CUCTEMDI,
KOTOPbIN MOXET NPUHUMATL/OTNPABAATb NAKETbI.

Kak yKa3aHo Bbille, MaKeTbl YATAKOTCA U3 NAaMATU KOJbLA BblAE/IEHHOM Ha BpemsaA ero
CyLecTBOBaHUA. BxogAawime nakeTbl KONUPYOTCA MOogynem A4pa B KObLO N YNTAKOTCA
NPUAOXKEHMEM NOAb30BaTeNA. [oa KaXKabli NAaKeT He OCyLLLeCTBAAETCA
BblaeneHme/ocBoboxaeHme namatu. Kak To/IbKo nakeT 6bln NPoYnUTaH M3 KobLa,
MCNosib3yeMoe NPOCTPAHCTBO B KO/bLEe A1 XPaHEeHMA NakeTa byaeT MCcnonb3oBaHO AnA
pasmelleHns byayuwmx NaketTos. ITO O3HAYAET, YTO NPUNOKEHWUA COT/TAaCHbI, MOCAe NPOYTEHMS,
XPaHUTb NaKkeTbl y cebs, Tak Kak PF_RING He 6yaeTt coxpaHATb uXx.

3.1. dunbTpanus NakeToB.

PF_RING noagep»uBaet oba cywectsyrowmx BPF ¢pmnbTpa (T.€. T, KOTOpble NoaaepXKMBatoTca
B OCHOBAHHbIX Ha pcap NPUNOXKEHMAX, TaKMX KaK tcpdump) u elle 2 AONOAHUTENbHBIX TUMA
dUNBbTPOB (KOHKPETHbIM U HETOUHbIW GUNBTPLI, B 3aBUCMMOCTM OT TOTO, YTO 3343aHO — BCE
3NeMeHTbl PUNbTPaA UK TONIbKO UX YACTb), KOTOPbIE NPEeAOCTABAAIOT PA3PabOoTUMKaM LMPOKNIA
BblOOp. PUnbTpbl paboTatoT BHYTPM moayasa PF_RING, 1.e. B agpe. HeKoTopblie COBPEMEHHbIE
aganTepsbl, HANPMMepP OCHOBaHHbIE Ha ceTeBbIX KOHTpoAanepax Intel 82599 nnu cetesble
aganTtepbl KomnaHum Silicom, noaaep»KMBatoT annNapaTHYO GUALTPALMIO, KOTOPAA TaKXKe
noaaep*xkunsaetcs PF_RING-om yepes cneuymanbHble Bbi3oBbl APl (Hanp. pfring_add_hw_rule).
®dunbTp PF_RING (33 uckntouyeHnem annapaTHbIX PUALTPOB) MOXKET UMETb CreLMabHYO
onepauuio, Kotopasa cooblmuT moaynto sapa PF_RING, kakoe gencreme Heobxoammo
BbINO/HWTb, KOTAa AAaHHbIN NaKeT coBnaaeT ¢ ¢uabTpom. K gencTBuo OTHOCATCA nepeaaya unm
0T6pOC OTHGMNLTPOBAHHBIX NAKETOB MPUIOKEHMIO NONb30BATENA, OTKAOYEHME GUNbTPALMK
nnun oTpaxkeHue naketa. B PF_RING, oTpakeHne nakeTa 3To CNocobHOCTb nepegayumn (He
MmoamMdpuLMpoBaHHOIO) yaoBaeTeopAoLemy GuMabTPy NakeTa Ha ceTeBol UHTepdelic (3a
UCKNOYEeHNEM MHTepdenca Ha KOTOPOM OH Hbla nony4yeH). Bce onepauum, cBA3aHHble €
OTparkeHuem, BbINoHAOTCA BHYTpU moayns aapa PR_RING, 3a ncknouyeHmem Beoga puabTpa
N3 NPUNOXKEHUS NONb30BaTeNA (6e3 AanbHenwel 06paboTKM NakeToB).

3.2. llyTemecTBue nakera.

MNepen Tem Kak nonactb B ovepe b Konbla PF_RING, nakeT npoxoauT B HEM 4,0CTaTOYHO

6osbLION NYTb.
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Pasbop
npuém naketa ————» naketa(ao 4
YPOBHS)
Robaenenue naketa 8 PF_RING — pynirpaums naketa
i HedparmeHTaums
nakeTa(aononHUTENbLHO)
MpoBepka no HopmMe BbIGOPKM l
l [obGaBneHune naketa
Tak xe kak 1 Bbllue Ans B cokeT PF_RING
lMocTaHOBKa B 04epeb NaKeToB TMpoBepKa Ha oTpaxeHue B rpynnbl COKETOB «—— €CIN OHKM coBnajaioT
Ha PF_RING PF_RING PF_RING (nakeT 1 cokeT
yCcTponcTea
L coBnagaor)
B BosspalueHue
o3BpalleHve B PF_RING YDABrEHUS APy

3.3. [lakeTtHas Knactepusanus (I'pynnupoBaHue).

PF_RING moeT yBenmunTb NponU3BOANTE/IbHOCTb 3aXBaTa MNAaKeTOB NPUAOKEHUAMMU C
NOMOLLbIO peannsauum MexaHM3moB pacnpeaeneHma U rpynnupoBaHma. 3T MexaHU3Mbl
NO3BONAIOT NPUIOKEHMAM, KENAIOLWMM PA3aeNaTb MexXay cobon MHOXKECTBO NaKeToB ANA
0bpaboTkK, obpabaTbiBaTb YaCTb BCErO NOTOKA MAKETOB, B TO BPEMS KaK BCe OCTaBLUMecs
nakeTbl NnepeaatoTca APYrMmM YneHam rpynnbl. 3TO O3HAYaeT, YTO Pa3AnYHbIe NPUNOKEHMSA,
oTKpblBatowme cokeT PF_RING, moryT np1Bsa3aTth ero K onpegenédHon rpynne c id (4epes
pfring_set_cluster) ana o6beguHeHua cun. Mpu aToM Kaxkabin byaet obpabaTbiBaTb YacTb

Mpunoxenve Mpunoxexune Mpunoxexve Mpunoxenve
A A A
A

NaKeToB.

A

Y Y Y

KnacTepHbiit KnactepHbiii KnactepHbiit KnacTepHbiit
cokeT PF_RING cokeT PF_RING cokeT PF_RING cokeT PF_RING

\ '\\ //' \

PF_RING

Bce nakeTbl noaeneHbl MeXay COKETaMM KaacTepa yKasaHHble B MOIUTUKE KaacTepa, KoTopas
MOKET YKa3aTb Ha KOHKPETHbIM NOTOK (T.e. BCe MaKeTbl, COOTBETCTBYHOLLME NONAM AAHHbIX
<proto, ip src/dst, port src/dst>) uTo aBAAETCA NO yMONYaHUIO, IMBO NO NPUHUMUNY
paBHOMEPHOro pacnpeaesieHMA NAaKETOB HA BCE MPUIOXKEHUA. ITO O3HAYAET, YTO €C/IN Bbl
BbIbpanu pacnpeseneHune No NOTOKaMm, BCe NMaKeTbl MPUHAANEKALLME NOTOKY (T.€.
onpeaenéHHblM NATbIO NOAAMMK) NOUAYT TO/IbKO NPUNOKEHMIO, paboTatoWweMy C STUM NOTOKOM,
XOTA €C/N yKasaTb obLee nNpaBuio, TO BCE NPUIOMKEHMA ByayT NoyyYaTb NOAENEHHOE NOPOBHY
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KONIMYECTBO NAKETOB, HO HET rapaHTUM, YTO NaKeTbl, NPUHAANEXKALLME BbILLEYNOMAHYTOM
oyepeaun (NOTOKy), ByayT nonyyYeHbl e4AUHCTBEHHbBIM NPUNOXKEHNEM. TaK, C 04HON CTOPOHbI,
pacnpezeneHue no NoToKam No3BO/ISET BAM COXPaHATb JIOTUKY NPUNOXKEHUS, TaK KaK B 3TOM
CNyyae NpUIoXKEeHUe NoAyYmT NOAMHOMKECTBO U3 BCEX NAKETOB, HO 3TOT TpaduK byaeT
nocnegosatenbHbiM. C APYroi CTOPOHbI, ecn Yy Bac 3TOT NOTOK 3aHMMaET 60bLIYHO YacTb
TpaduKa, Toraa npuoKeHue, Kotopoe byaet obpabaTbiBaTb TaKOM NOTOK, OyAeT neperpyxeHo
nakeTamum u Takum obpasom Tpaduk byaet He cbanaHCUpPOBaAH.

4. CemeicTtBo ApanBepoB PF_Ring

Kak yxe oTmeyanocbk paHee, PF_RING mokeT paboTaTb Kak Hanpsamyo co CTaHAapTHbIMM
ApaviBepamm ceTeBbIX KapT, TaK U HAaNPAMYIO CO crneumanbHbiMK gpaiisepamun. Moaynto agpa
PF_RING Bcé paBHO, HO GYHKLIMOHA/IbHOCTb U CKOPOCTHbIE NMOKa3aTeNn 3aBUCAT OT
MCNONb3yeEMbIX ApaliBEPOB.

4.1. PF_RING-oprveHTHUpOBaHHbIE JpaliBepa.

3Tn apansepa (Haxogawmeca 8 PF_RING/driver/PF_RING-aware) pa3paboTaHbl ana
yNy4LEHHOrO 3axBaTa NaKeToB NocpeacTsam npobpoca nakeTos HenocpeacTseHHo B PF_RING
6e3 NpoxoXKAeHUA Yepes CTaHZ4APTHbIA MexaHM3m gucneTyepusaunmn naketos Linux. C atumum
ApaliBepamu Bbl MOXKETE MCNO/b30BaTb transparent_mode (Mpo3payHbIv perrmMm) co
3HaYeHMAMU 1 unm 2 (AeTanu CM. HUXKE B HACTOALLEM AOKYMEHTE).

B pononHeHue K PF_RING-op1eHTMpOBaHHbIe ApaiBepam, 418 HEKOTOPbIX KOHKPETHbIX
aflanTepoB, MOXKHO UCMONb30BaTb Apyrue TUMbl ApaliBepPOB, KOTopble elwé bonblue yBenmyat
BO3MOXHOCTU 3aXBaTa NaKeTOB..

4.2. TNAPI

MNepBoe cemelictBo Apaneepos Ha3zBaHO TNAPI (Threaded NAPI(noTtouHbie NAPI)), KoTopoe
nossonseT naketam nonactb B PF_RING 6o/see a¢pdpeKkTBHO 3a CYET NOTOKOB A41pa,
WHULMNPOBAHHbIX HenocpeacTeeHHO apaneepom TNAPI. Opaiisepa TNAPI paspaboTaHbl ann
YNY4YLLIEHHOro 3axXBaTa NakeToB, U MO3TOMY OHM HE MOTYT ObITb UCNO/Ib30BaHbI A8 Nepeaayn
MaKeToB, TaK KakK KaHan nepeaaun (TX) oTKAoueH.
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4.3. DNA
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3arpy3sKkoit CPU gns KonMpoBaHUA NAaKeTOB Ha XOCT (T.e. MexaHW3m onpoca (Kakon 13 Konel,
csoboaeH) NAPI He ncnonb3yeTcs), 3To BO3MOMKHO UCNO/b3yA Pas/iMyHbIe TUMbl APaiBepPOB,
Ha3BaHHble DNA ((Direct NIC access) npamoit goctyn K NIC), KOTopbie NO3BONAIOT YNTaTb
MaKeTbl C CeTeBOro MHTepdeica nocpeacTBOM 04HOBPEMEHHOIo 06xo4a KakK siapa Linux, Tak u

moayna PF_RING vcnonb3ya pexum zero-copy (T.e. KonnposaHue 6e3 yyactuns sapa u PF_RING
- KHanpsmyo»).
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B DNA nopaeprkusatotca obe onepauunm RX n TX. Tak Kak aapo He 3a4eiCTBOBAHO, caeaytoLme
¢yHKumm PF_RING oTcyTcTBYHOT:

e [lakeTHana dunbTpaums B agpe (BPF u PF_RING dunbtpaumsa).
e [lonb3a ot nnarnHos PF_RING B agpe.

5. bubnauoreka Libzero gyisa DNA.

BONbLMHCTBY NPUAOKEHMA HEOOXOAMM paclUMPEHHbI noaxon K 06paboTke nakeTos. HaunHas
c Bepcun PF_RING 5.4.0 6bina npeacrasieHa 6ubanoTteka nog HassaHuem libzero, kotopas
paboTaeT Hanpamyto ¢ HM3KoypoBHeBbiM DNA-nHTepdencom K ocywecTBnset o6paboTky
MaKeToB MO NPUHUMNY zero-copy (He 3aaencTByA A40NONHUTENbHbIX 3nemeHToB OC). Libzero
COCTOUT N3 ABYX OCHOBHbIX KOMNOHeHTOB: DNA Knactep u DNA npoTankusartesb.

5.1. DNA knacTtep

aalll
M=

7o)
<

dna0

©,

DNA
Cluster

dnal

OG

DNA KnacTep ocyL,ecTBAAET KNACTEPM3ALUIO MAKETOB, TaK YTO BCE NPUNONKEHMA,
B3aMMOCBA3aHHbIE C OAHUM U TEM ¥Ke KacTepoM, CMOTYT BUAETb NPUXOAALLME MAKETbI,
ncnonb3ya GyHKUMIO TMOKOro pacnpeaeneHus, u nepeaasaTb BCe 3T NaKeTbl MO NPUHLMMY
zero-copy. B cylwHOCTM 3TO HecTaHAapTHaA peanm3auna RSS, KoTopasa Nno3BosAeT pacnpenenatb
MaKeTbl MO oYepeasM BHYTPM CETEBOrO aganTtepa. Knactepy MOXKHO NPUCBOUTL Pas/inyHble
ynpasaatwowme GyHKUUM GUnbTpaumm, pasgaum n Ay61MpoBaHUA NakeTOB BO MHOMKECTBO

NOTOKOB U I'Ile'IO)KGHMVI.

5.2. DNA npoTasik1uBaTes b

DNA npoTasikmaTte/ib KOMMYTUPYET NAaKETbl MeXAy ABYMA CETEBbIMU UHTepdeNncamm no
NPUHUMNY zero-copy, NpesocTaBasaa NOAb30BaATEN0 BO3SMOXKHOCTb 3a4aTb GYHKLMIO, KOTOPaA
MOET NPUHMMATb PELLUEHUNE, K KaXKAOMY NAKeTy, BHE 3aBUCMMOCTM OT TOro Hbin n
NOJIyYeHHbI NaKeT NepeHanpPaBAeH UM HET.
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npO,D,BVI)-KEHVIe AaHHbIX OCyLWlecTBAAeTCA B O4HOM Hanpas/ieHn, HO eC/in Bbl XOTUTE

OpraHM30BaTb MOCT, TO HYXHO byZeT yCTaHOBUTb AiBa NPOTaNKkMBaTens (04MH Ha Kaxkaoe
HanpaB/ieHue).

6. YcranoBka PF_RING

Mocne 3arpy3ku PF_RING y Bac 6yayT cneaytoume KOMMNOHEHTbI:
e SDK gna PF_RING.

e YcoBeplleHCTBOBaHHasA Bepcusa bubamoTtekun libpcap, kKotopasa npospayHo paboTtaer
¢ PF_RING-om (ecnu ycTaHOBANEH), €C/IN HE YCTaHOBAEH, TO bubanorteka paboTaeT B
CTaHOAPTHOM peXxume.

e Moaynb agpa PF_RING.

e PF_RING-opueHTMpoOBaHHble ApanBepa A41A pa3HbIX YUNNCETOB Pa3IMYHbIX PUPM-
npoussoguTenen.

YT106bI 3arpy3untb PF_RING c nomouybio SVN nocmoTtpute 3geck: http://www.ntop.org/get-
started/download/.

UcxogHble Koabl PF_RING pacnonoeHbl B cneaylowmx mecrax:

e doc/

e drivers/
e kernel/
e  Makefile
e README

e README.DNA
e README.FIRST
e userland/

e VPF_RING/

Bbl MOXKeTe CKOMNMAMPOBaTb BCE AepeBO KomaHAaon make (kak normal, non-root, user) us
KOPHEBOW ANPEKTOPUMN.

6.1. YcraHoBKa moayd fjpa Linux.
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Y1061 CKOMNUAMPOBaTL Moaynb Aapa PF_RING Bam He06x0AMMO MMETb YCTAHOB/IEHHbIE
3aroNoBKM Agpa (Mam ncxogHUKM agpa) Linux.

S cd <PF_RING PATH>/kernel
S make

O6paTnte BHUMAHMUE, YTO:
e yCTaHOBKa moayns agpa (c nomoubto make install) Tpebyet npas
cynepnonb3oBaTena (root).
e B HekoTOpbIX AUCTPMBYTMBaAX Linux AApo noaaepskMBaeT yCTaHOBKY/cOOpKy NakeTos.
e B PF_RING 4.x Bam BOJIbLLUE HE HY}XHO agenatb 3annaty (natumtb) Agpa Linux Kak B
npeablaywmx sepcuax PF_RING.

7. 3anyck PF_RING

MepeAa ncnonbzoBaHmem ntoboro npunoxeHuns PF_RING moaynb agpa pf_ring gonxeH bbiTb
3arpykeH (cynepnonb3osaTtesnem):

# insmod <PF_RING PATH>/kernel/pf_ring.ko [transparent_mode=0|1|2]
[min_num_slots=x][enable_tx_capture=1|0]
[ enable_ip_defrag=1|0] [quick_mode=1]|0]

MpumeyaHue:

e transparent_mode=0 (no ymon4aHuto). MakeTbl NPUHATLI Yepe3 CTaHAAPTHbIM
nHTepoelic Linux. Jllobol apanBep MOKET UCNONb30BaTb 3TOT PEXUM.

e transparent_mode=1 (vanilla u PF_RING-opueHTUpoBaHHble apansepa) MNakeTbl
konupytotca ¢-eit memcpy() B PF_RING, a Tak:Ke B CTaHAAPTHbIN TPAKT Linux.

e transparent_mode=2 (Tonbko PF_RING- opueHTUpoBaHHble apaliBepa) MaKkeTsbl
konupytotca ¢-ert memcpy() B PF_RING, nckntoyas ctaHaapTHbIN TPaKT Linux (T.e.
tcpdump Huyero He yBuUAUT).

BakHo: HE UCMOJIb3YMTE transparent_mode 1 u 2 c gpaiisepom vanilla Tak Kak BO3MOXHO He

GYAYT 3aXBaTbIBATbCA NaKeTbl

Yem Bbllle 3Ha4YeHMe transparent_mode, Tem 6bicTpee OyaeT 3axBaT NAaKeTOB.
[pyrve napameTpbl:

e min_num_slots MMHMMaNbHOE KOIMYECTBO CIOTOB KOJIbLa (N0 ymonyaHuto - 4096).
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e enable_tx_capture YcTtaHoBUTe 3HauyeHUe «1» ANa 3axBaTa UCXOAALLMX NAKETOB,
yCTaHOBWTE 3Ha4YeHue «0», YTOObl OTKAHOYMUTL 3aXBAT UCXOAALLMX NAKETOB (NO
YMONYaHUIO - RX+TX).

e enable_ip_defrag YctaHoBUTe 3HaueHMe «1» anAa sBkatodeHus IP pedparmeHtaymm,
AedbparmeHTauma ToNbKo rx Tpadumka.

e quick_mode YcTaHoBMTEe 3HauYeHMe «1» An1a 3anycka NOSIHOM CKOPOCTU, HO
yCTaHaB/MBAETCA TONIbKO Ha O4MH COKET UHTepdelica.

7.1. [lpoBepka koHpuUrypauuu ssementa PF_RING.

Koraa PF_RING aKTnBM3upoBanach, co3gaertca Hosasa anpektopus /proc/net/pf_ring.

# Is /proc/net/pf_ring/
dev info plugins_info

# cat /proc/net/pf_ring/info
PF_RING Version : 5.5.3
Total rings: 0

Standard (non DNA) Options
Ring slots : 4096

Slot version : 15

Capture TX : Yes [RX+TX]

IP Defragment : No

Socket Mode : Standard
Transparent mode : Yes [mode 0]
Total plugins : 2

Cluster Fragment Queue : 0
Cluster Fragment Discard : 0

PF_RING no3BonseT nonb3oBaTeiAM YCTaHaB/AMBATb paclumMpeHma (nnarnHbl) ans o6paboTku
cBoero TpaduKa. TV NAarMHbl TakKe pernctpupytotca B aepese pf_ring /proc, nx MoXxHoO
nocmoTpeThb B ¢aiine plugins_info.

# cat /proc/net/pf_ring/plugins_info
ID Plugin

2 sip [SIP protocol analyzer]

12 rtp [RTP protocol analyzer]

7.2. YcranoBka Libpfring u Libpcap

libpfring (nonb3oBaTenbcknit uHtTepdeiic bubnmotekn PF_RING) u libpcap noctaBnsoTca B Buae
NCXOAHUKOB. X MOXKHO cobpaTb cneaytowmm obpasom:

S cd <PF_RING PATH>/userland/lib
S ./configure
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S make

S sudo make install
S cd ../libpcap

S ./configure

S make

Ob6paTnte BHUMaHMKE, YTO BMBANOTEKA peeHTepabenbHa, NO3TOMY ero Heob6xoAnMMO CBA3aTb C
Bawmm PF_RING-OpMeHTMPOBAHHbLIM NPUIOXKEHMEM KaK U MO aHanormm ¢ bubamortekom —
Ipthread.

BaxkHo

YcTapeBluMe CTaTUYECKU CBA3aHHble OCHOBAHHbIE Ha pcap MPUAOXKEHUA Heobxoanmo
nepecobpaTb 3aHOBO C HOBOW noaaepusatoweit PF_RING 6ubnunotekoit libpcap.a, 4tobbl
nonyuntb npenmyuwiectea PF_RING. He HagenTecb ncnosnbsosaTb PF_RING 6e3 nepecbopku
BALLEro CyLLEeCTBYHOLWEro NPUIONKEHUS.

Ecnu Bbl o6napaete HoBbiM PF_RING, Bbl MoXKeTe HayaTb C HEKOTOPbIX NpMmepoB. KaTtanor
“userland/examples” 6oraT rotoBbiMK ANA UCNONb30BaHUA NpunoxkeHmamu PF_RING:

S cd <PF_RING PATH>/userland/examples

Sls*.c

alldevs.c pfcount_aggregator.c pffilter_test.c
dummy_plugin_pfcount.c pfcount_bundle.c pflatency.c
interval.c pfcount_dummy_plugin.c pfmap.c
pcap2nspcap.c pfcount_multichannel.c pfsend.c
pcount.c pfdnabounce.c pfsystest.c
pfbounce.c pfdnacluster_master.c pfutils.c
pfbridge.c pfdnacluster_mt_rss_frwd.c pfwrite.c
pfcount.c pfdnacluster_multithread.c preflect.c
pfcount_82599.c pfdump.c

S make

Hanpumep, prOUht NO3BOJIAET BbIBECTU HEKOTOPYIO CTAaTUCTUKY NMPUHATDLIX NAKETOB:

# ./pfcount -i dna0
Using PF_RING v.5.5.3

Absolute Stats: [64415543 pkts rcvd][0 pkts dropped]

Total Pkts=64415543/Dropped=0.0 %

64'415'543 pkts - 5'410'905'612 bytes [4'293'748.94 pkt/sec - 2'885.39
Mbit/sec]
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Apyroi npumep 310 pfsend, KOTOpbI NO3BONAET BaM OTMNPaBAATb NaKeTbl (CreHEepPUPOBaHHbIE
naKkeTbl, UK U3 dpaina .pcap) ¢ 3a4aHHON CKOPOCTbIO:

# ./pfsend -f 64byte_packets.pcap -n 0 -i dnaO -r 5

TX rate: [current 7'508'239.00 pps/5.05 Gbps][average 7'508'239.00 pps/
5.05 Gbps][total 7'508'239.00 pkts]

7.4. lononnutenbHble moayau PF_RING

B Bepcun 4.7, PF_RING nmeeT HOBYIO MOAYNbHYIO apXUTEKTYPY, NO3BONAOLLYIO MCNONb30BaTb
AONONHUTEeNbHbIE KOMMOHEHTbI OT/IMYHbIE OT CTaHAapTHOro moayna agapa PF_RING. 9tu
KOMMNOHEHTbI cObpaHbl B COOTBETCTBYIOLWEN BUBAMOTEKE, KOTOPAA MHULMANUIMPYETCA
KOHOUTYypaLMOHHbIM CKPpUNTOM. B HacToAwee Bpema, B HAbop BKAOYEHbI Caeayolme
OOMONHUTENbHbIE MOAYNN:

e moaynb DAG. 3toT moaynb gobasnaet B PF_RING nogaep»Ky KapT Endace DAG
(KomnaHuA, cneunanmsnpyoLWanca Ha 3anmMcy Tpaduka B
BbICOKOMPOU3BOAMUTE/bHbIX CETAX).

e moaynb DNA. 3TOT moay/nb MOXHO MCNONb30BaTb A4 MCNONb30BaHWUS YCTPOMUCTBA B
DNA pexume, ecnu Bala KapTa nogaeprkunsaeT DNA gpaiisep. MNoxkanyincta, uMmente
BBMAY, YTo Moaynb Aapa PF_RING gonxkeH 6biTb 3arpy»keH ao apansepa DNA. C
DNA Bbl MOKeTe CyLLLeCTBEHHO YBEeAMYUTb CKOPOCTb 3aXBaTa M nNepesayn NakeTos 3a
cyeT 06xo0aa A4pa, TO €CTb MPUNONKEHNA MOTYT 06LLATLCA C APANBEPOM HAMPAMYIO.

B HacToAwee Bpemsa gocTynHbl cneaytowme DNA-oprMeHTMpOBaHHbIE ApanBepa:

» e1000e
> igb
> ixgbe

JpaliBepa aBnaatoTca Yactbio auctpmbytnuea PF_RING 1 nx MoXHO HaliTu B
drivers/DNA/. Bcemu gpaiiBepamu Bbl MOKeTe YCMeLHO U3MePUTb MPOBOAHYIO
CKOPOCTb Npu Ntobom pasmepe nakerta, ansa RX u TX. MpunoxkeHnem Pfcount Bbl
MoxeTe npotecTupoBath RX, a TX - ucnonbsya npunoxeHue pfsend.

3ameTbTe, B c1iydae TX CKOpPOCTb OTNPABKU MOXeET OrpaHNYMBaTbCA
npou3BoAMTENBHOCTLIO RX(Npnema). 3To NoTomy, YTO €CNU NPUEMHUK HE MOMKET
NMOCTOAHHO NOAAEPKUBATL BbICOKYH CKOPOCTb 3axBaTa (B C/ly4yae Han/biBa NAKETOB
BO3MOMHa neperpysKka bydepa), To cetesas nnata Ethernet (npMémHuka) nocbinaer
Kagapbl Ethernet PAUSE o6paTHO K oTnpaBuTesto, 4To 3ameanseT oTnpasuTens (ana
pasrpysku bydpepa npMémHmka). Ecam Bbl XOTUTE UTHOPUPOBATL TaKME Kagpbl U
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Taknm 06pa3om OTNPaBAATb MaKeTbl C NOJIHOM CKOPOCTbIO, BAM HYXHO OTKAHOUYUTb
aBTOCoOr/f1acoBaHue (autonegotiation) urHopmpys mx (ethtool -A dnaX autoneg off rx
off tx off).

e Moaynb 06beANHEHNA KaHAN0B
3TOT MOAY/Ib MOXKET B6bITb MCNO/b30BaH ANA arPernpoBaHmA HECKOIbKMX
nHTepdencos gnA 3axBaTa NAKETOB C 3TUX NHTepPdEeiCcoB, KOTopble MMELOT
eANHCTBEHHbIN 06wwuii cokeT PF_RING. Hanpumep, 3To BO3MOXKHO, €C/IN OTKPbITb
KOJIbLLO C MMeHeM ycTpoiicTBa “multi:ethX;ethY;ethz”.

e Moaynb gna co3pgaHua RING B nonb3oBaTeNbCKOM NPOCTPAHCTBE
3TOT MOoAy/1b NO3BOAAET MPUNOKEHWNIO OTNPABAATbL NAaKeTbl 4PYTOMY NPUAONKEHUIO
ncnonb3ya ctaHgapTHble APl PF_RING yepes co3gaHue BUPTYyaabHOMo yCTPOMCTBA
(Hanpumep usrX, roe X aTo YHUKaNbHbIN naeHTUdMKaTop RING B nonb3oBaTebCKOM
npocTpaHcTBe). YT06bI CAenaTh 3TO, OTNPABAAOLWEE NPUIOKEHNE AOKHO OTKPbITb
KONbLLO, UCMO/Ib3Ys MMSA YCTPOMCTBA “userspace:usrX”’(rae “userspace:” onpeaensaer
Mmoaynb ans cosgaHua PF_RING B nosb30BaTe/IbCKOM MPOCTPAHCTBE), B TO BpemMs
KaK 3anucbiBatoLLee NPUIoNKEHME AOIKHO OTKPbITb KO/bLO CTaHAAPTHbIM 06pa3om,
MCNonb3ya ANA 3TOro MmaA ycTpoicrea “usrX”.

e Mogaynb-nonb3osaTesnb (“dnacluster”) 6ubnunoteku Libzero.
ITOT MOA4yNb MOXKHO MCMONb30BaTb ANA nogkntoveHna K DNA knactepy,
NO3BONAIOLLNIN NPUNOKEHUIO OTNPABAATL U NPUHUMATbL NAKETbI, UCMO/b3YA
ctaHgapTHole APl PF_RING. Otnpasastowee npuaoKeHme A0NKHO OTKPbITb KOAbLO,
ncnonb3ya nms yctpoiictea “dnacluster:X@Y”, rge X — naeHtTnoumkatop knacrepa, Y
— ngeHtuduKkaTop notpebutens, unm “dnacluster:X” ans aBTo-HasHayeHuUA
No/sIb30BaTe/IbCKOro NAEHTUDMKATOPA.

e Moaynb-uHbekuusa cteka TCP/IP Linux.
3TOT MOAY/Ib MOXKET BbITb UCNONb30BaH ANA MHbEKLMM/3axBaTa NaKeToB B/U3 CTEK
TCP/IP, cumynupys npubbiTe/oTnpaBKy 3TUX NakeToB Ha UHTepdelic. MpunoxeHune
O0NIKHO OTKPbITh KOMIbLO C MOMOLLBIO MMeHM ycTpoicTBa «stack:dnaX», rae dnaX
nHTepdelic, CBA3aHHbIM C NaKeTamMn BBOAMMbIE B CTEK. B ciyyae BBOAA NakeTa B
CTeK, A0/IKHa ucnonb3oBaTbes dyHKUMA pfring_send(), B chyyae 3axBaTa
NCXoaALLMX NAKeTOB A0MXKHA UCMO/b30BaTbcA yHKUMA pfring_recv().

8. PF_RING 151 pa3paGOTYMKOB NPUJIOKEHUM

KoHuenTtyanbHo PF_RING aBaseTca NnpocToii, HO MOLWHOMN TEXHONOIMEN, KOTOpana No3BoseT
pa3paboTymMKam co3aaBaTb BbICOKOMPOU3BOAUTE/IbHbBIE MPUNOKEHUA MOHUTOPUHIA TPadUKa U
ero pasbopa 3a KOpoTKkoe Bpemsa. ITo notomy, 4to PF_RING orpaxaaeT pa3paboTtymka ot
BHYTPEHHMX TOHKOCTEN AApa, KoTopble obpabaTbiBatoTca bMbAMoTEKON U gpaliBepom Aapa. ITo
no3BonAeT pa3paboTunKy CyLLecTBEHHO CIKOHOMWUTb BPEMA N COCPEAOTOUNTLCA Ha
pa3pabaTbiBaeMOM NPUNOKEHUU, He 0BpaLLan BHUMAHUA HA TO, KAKMM 0H6pa3om nakeTbl
NPUHMMAIOTCA U NepeaatoTca.
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OJTa rnaBa CoaepKuT:
e APl PF_RING.
e PacwunpeHus 6ubnnoteku libpcap gna noanepKm CTapbix NPUIOKEHUN.

8.1. API PF_RING

BHyTpeHHsA cTpyKTypa AaHHbIX PF_RING gonHa 6bITb CKpbITA OT N0/1Ib30BaTE/NS, OH MOMET
MaHWMNYyNPOBaTb NAaKeTamm M YCTPONCTBAMM TOJIbKO C MOMOLLbIO A0CTYMHbIX API
onpeaeneHHbix B paiine pfring.h Bxogawmi B coctas PF_RING.

8.2. Bo3Bpaiaembie KO/bl

Mo Tpaamumm, GubamoTeka BO3BPALLAET OTPULATENbHbIE 3HAYEHMA NPU OLLIMBKAX U
NCKNtoYeHUsaX. HeoTpuuaTebHble KoAbl 03HAYatoT ycnex. B cayyae ecnv Bo3spallaemoe
3HayeHue gpyroe, Toraa oHo 6yaeT B ONUCAHUM COOTBETCTBYIOLWEN GYHKLUMN.

8.3. CorsacoBanue numeH ycrpoucts PF_RING

MmeHa ycTtpoincts B PF_RING Takue e, Kak u B libpcap u ifconfig. Tak ethO n eth5
COOTBETCTBYIOT MMEHaM, KOTopble Bbl MOXKeTe ncrnonb3osatb B PF_RING. Bbl moxeTe
onpeaennTb BUPTyaNbHble YCTPOMCTBA Ha3BaHHble “KaK yroaHo”, yto nossonset PF_RING-y
3aXBaTbIBAaTb MaKeTbl CO BCEX BO3MOMHbIX CETEBbIX YCTPOMCTB.

Kak paHee obbsacHanock, ¢ PF_RING Bbl MoXeTe MCMNO/b30BaTb Kak ApaiiBepa naywme ¢ Balmm
Linux auctpnbytnesom (KoTopbie He cneymanusmpytotca Ha PF_RING), Tak n HeKoTopble
PF_RING-opueHTMpOBaHHble ApaiBepa (Bbl MOXeTe UX HalTu B anpektopumn PF_RING drivers/)
KoTopble npoasuratoT nakeTbl PF_RING apdekTnBHee, yem vanilla gpaiisepa. Ecnv Bbl Brageete
COBPEMEHHOM, C HECKONbKMMU ovepenamun, ceTeBon KapTtoit paboTatoweri ¢ PF_RING-
OpPUEHTUPOBAHHbLIM ApaliBepom (Hanp. aganTep Intel 10 Gbit), To PF_RING no3soauT Bam
3axBaTblBaTb NaKeTbl CO BCEro ycTponcTaa (T.e. npu 3axsate naketos PF_RING He obpaluaet
BHMMaHMA Ha oyepeab RX Ha KOTopoi nakeT 6bin NonyyeH, K npumepy ethX) nnm M3 KOHKpPeTHo
yKa3aHHoM ovepeamn (Hanp. ethX@Y). NMpeanonoxumm, umeetca aganTtep ¢ KOANYECTBOM
ouepepnen Z, ovepeb c id Y, oHa gonxHa 6biTb B AnanasoHe 0..Z-1. B cnyyae ecnum Bbl yKaXkeTe
ouyepeapb, KOTOpaA He NonagaeT B AMana3oH, TO MAaKeTbl NepexBaTbiBaTbCcA He byayT.

Kak yKa3biBanocb B npeabiayuleri rnase, PF_RING 4.7 umeeT MoAyNbHYIO CTPYKTYPY. YTOObI Mbl
CMOT/IN NCNONb30BaTb KAKON-HNMOYAb MoAY /b BUBANOTEKN, HYXKHO NPUCOEAUHUTL UMA MOAYNA
K UMEHW YCTPOMCTBA, pa3aenéHHble gBoeTounem (Hanpumep dna:dnaX@Y gna moayna dna,
dag:dagX@Y ana moayns dag, “multi:ethA@X;ethB@Y;ethC@Z” pnhsa moayna npu
arpervpoBaHum KaHanos, “dnacluster:A@X” ana moayna-nonb3osBaTesnia Knacrtepa).

8.4. PF_RING: naunuaausanus cokeTa

pfring® pfring_open(char *device_name, u_int32_t caplen, u_int flags)

3TOT BbI30B UCNOAb3YETCA ANA MHUUManmn3aumm coketa PF_RING, Ha Bbixoge ¢yHKUMM
nosy4aem AeCKpUNTop CTPYKTYpbl TMNa pfring, KOTOpbIi MOXKeT BbITb MCNO/b30BaH B
nocneayrowmx Bbisosax. ObpaTnte BHUMaAHKE, YTO:
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e Bbl MOXeTe ncnonb3osatb pusmnyeckoe (Hanp. ethX) n suptyancHoe (Hanp. tapX)
ycTpoicTta, RX-ouepeamn (Hanp. ethX@Y), u gononHutenbHble moaynu (Hanp.
dna:dnaX@Y, dag:dagX:Y, “multi:ethA@X;ethB@Y;ethC@Z2”, “dnacluster:A@X").

e Bam HyHbl NpaBa cynepnonb3oBaTens A1s OTKPbITUA YCTPOMCTBA.

BxogHble napameTpbl:
device_name
Cumonnyeckoe nmsi PF_RING-opneHTUpPOBaHHOIO YCTPOMCTBA, KOTOPOE Mbl
OTKpbiBaem (Hanp. eth0).

caplen

MaKCMMa/ibHAA O/1IMHA 3aXBaTbiBA€MOTIO NMakKeTa (TaK)-Ke M3BECTHAa KakK snaplen).

flags

¢dnarv No3BoNAOT UCNO/b30BATb HEKOTOPbIE OMNUMK, KOTOPbIE AO/KHbI ObITb
yKa3aHbl B KOMNaKTHOM dopmaTe ncnosb3ys buToBbi 06pas (bitmaps):

PF_RING_REENTRANT

YCTPOIACTBO OTKPbIBAETCA B COBMECTHO-UCMO/Ib3YyEMOM PeEXUME. ITO
ocyuiecTsnAeTcsa nytem cemadopos, B pe3ynbTate NPON3BOANTENbHOCTb
yxyguwaetca. icnonb3yiTe COBMECTHO-MCNONb3yeMbI PEXUM TONbKO ANA
MHOFONOTOYHbIX MPUNOKEHUN.

PF_RING_LONG_HEADER

Ecnn He ycTtaHasnumBath (31oT dpnar), PF_RING He 3anonHUT none
extended_hdr ctpyktypsbl pfring_pkthdr. Ecau yctaHoBuTb, none
extended_hdr npaBuabHO 3aN0NHUTCA. B cnyyae ecnm Bam He Hy»KHa
pacwupeHHas MHPopmaLuma, ycTaHOBUTE 3HaYeHMe 0 4na ycKopeHus
onepaumu.

PF_RING_PROMISC

YCTPOIACTBO OTKPbLITO B MPOCAYLLMBAOLLEM PEKUME.
PF_RING_DNA_SYMMETRIC_RSS

YcTaHaBAMBaeT annapaTtHyto GyHKUMIO RSS B CUMMETPUYHbIN pexkmnm (oba
HanpassieHua (RX 1 TX) oAHOro 1 TOoro ke NoToKa MAayT B O4HOM
annapaTtHou oyepeanm). Noanepxkmsaerca Tonbko B DNA apaiisepax. 3Ta
onuusa Tak e goctynHa B PF_RING — opneHTMpoBaHHOM bubnnoteke
libpcap yepes nepemeHHyto cpeabl PCAP_PF_RING_DNA_RSS.
PF_RING_TIMESTAMP

MpuHyKaaet PF_RING yKa3aTb BpeMeHHY0 MeTKY Ha Npuem NakeTos
(0BbIYHO 3TO He YKa3blBAETCA KOrAa MCMNo/b3yeTca Zzero-copy, Ans
ONTMMM3ALUN NPON3BOANTENIbHOCTH).

PF_RING_HW_TIMESTAMP

BKntoyaeT annapaTHble BPEMEHHbIE METKU, €C/IM BO3MOXKHO.
PF_RING_DNA_FIXED_RSS_Q_0

3apaeT annapaTtHyto RSS ans otnpaBKu Bcero Tpadurka Ha 0 ouepeab.
MoOKHO 3a4aTb Apyrue oyepeam, UCnob3ya annapaTtHble GunbTpol (oA
KapT DNA c noaaep:»<Koi annapaTHoro ¢puabTpa).
PF_RING_STRIP_HW_TIMESTAMP

CHATb annapaTHYO BPEMEHHYIO METKY Yy NakKeTa.
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e PF_RING_DO_NOT_PARSE
OTKNOUNTbL pa3bop NakeTa Kpome TOro, Koraa ucnonb3yerca 1-copy.
e PF_RING_DO_NOT_TIMESTAMP
OTKNIOUYUTL BPEMEHHYIO METKY NaKeTa, KpoMe TOro, Koraa ucnosbsyetca 1-

copy.

BosBpalaemoe 3HayeHue:
B cnyyae ycnexa Bo3BpawaeTca AeckpmnTtop, B NpoTneBHOM cnyydae NULL.

u_int8_t pfring_open_multichannel(char *device_name, u_int32_t caplen, u_int flags,
pfring* ring[MAX_NUM_RX_CHANNELS])

3Ta pyHKUMA noaobHa pfring_open() 3a UCKAOUEHMEM CyHan C KAPTOM C HECKOIbKMMMK RX-
oyepeasMmmn, BMECTO OTKPbITUA OAHOTO KOJbLia 418 BCEro YCTPOMCTBA, OTKPbIBAIOTCA OTAE/NbHbIE
Konbua (0aHO Ha Kaxayto RX-ouepeap)

BxoaHble napameTpsbl:
device_name
Cumonunyeckoe nmsa PF_RING- opMeHTMPOBaHHOIO YCTPOMCTBA, KOTOPOE Mbl
OTKpbIBaem (Hanp. eth0). HeT Kakoro-To onpeaenstowero oyepeab UMeHU, 3TO
NPOCTO OCHOBHOE MMA YCTPOMCTBA.

caplen
MaKCMManbHas O/IMHA 3aXBaTbiBAEMOTO NakKeTa (Tak»Ke U3BecTHa Kak snaplen).

Flags
Cmotpurte pfring_open() ana noapobHocrtei

Ring
YKasaTenb Ha MaccuB KoseL, KOTopbl ByaeT coaep aTb yKa3aTe/In Ha OTKPbITbIe
Ko/sbLa.

BosBspaliaemoe 3HauyeHue:
MocnegHUIM MHAEKC MacCMBa KoJleL, KOTOPbIN COAEPXMUT YKa3aTe b Ha OTKPbITOe
KONbLLO.

8.5. PF_RING: OTk/t04eHHEe YCTPOHCTBA

void pfring_close(pfring *ring)

3Ta PpyHKUMA ncnonb3yetca ana 3akpbitma ycTpoiictea PF_RING, KoTopoe paHee 6b110 OTKPbITO.
3ameTbTe, YTO Bbl AO/IXKHbI NOCTOAHHO 3aKPbIBATb YCTPOMCTBO A0 3aBEPLUEHMA NPUNOKEHNUA.
Ecnn HeyBepeHHbI, Bbl MOMeTe 3aKpbITb YCTPONCTBO Yepe3 06paboTumMK CUrHaNoB.

BxogHble napameTpbl:
Ring
Aeckpuntop PF_RING, KOTOpbIN Mbl cOBMpaemcsa 3aKpbITb.
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8.6. PF_RING: YTeHue BXoJd1IMX IAKETOB

int pfring_recv(pfring *ring, u_char** buffer, u_int buffer_len, struct pfring_pkthdr *hdr,
u_int8_t wait_for_incoming_packet)

3Ta GYHKLMA BO3BPALLAET BHOBb MOCTYNMUBLUMIA NaKeT.

BxoaHble napameTpsbl:
Ring
Oeckpuntop PF_RING, c KoToporo mbl 6yaeT npoBoAUTb PEFUCTPALMIO.

Buffer

OTBefeHHan Bbi3blBAOWMM abOHEHTOM 061aCTb NAMATH, A COXPAHAETCA BHOBb
NocTynMBLINIA NakeT. ObpaTuUTe BHMMaHME, YTO 3TOT NapameTp YKasaTe b Ha
yKasaTesb, YToObl peannsoBaTb MeXaHU3M zero-copy (3HadyeHue buffer_len gonkHo
6bI1Tb 0).

buffer_len

[OnnHa obnactv namAaTn. 3ameTbTe, YTO BXOAALMI NAaKeT BbibpacbiBaeTcAa, ecam oH
CMLIKOM AJIMHHbBIN ANA 3a4aHHOoM obiacTn namaTtn. Koraa moKHO peann3oBaTth
ONTMMM3ALMIO Yepes zero-copy yCTaHOBUTe 3HadeHue 0.

hdr
O6nacTb NamMATK, KyZla 3aroI0BOK NakeTa byaeT CKONMpPOBaH.

wait_for_incoming_packet

Ecnaun 0, mbl npocTo NpoBepsem AOCTYMHOCTb NaKeTa, B MPOTUBHOM C/ly4ae GyHKUUA
610KMpyeTCA NOKa NakeT AOCTyNeH. 3Ta BO3MOXKHOCTb TaKXe A0CTyMHa Yyepes
nepemeHHyto okpyeHuna PCAP_PF_RING_ACTIVE_POLL PF_RING-
OpueHTUpOBaHHOM BubnnoTeku libpcap.

Bo3Bpalaemoe 3HayeHue:
0 B C/ly4ae ecnu HY O4MH NakeT He nonyy4nnu (6es 61oknpoBaHus), 1 B ciyyae
ycnexa, -1 B cy4ae oLWmnb6KuM.

int pfring_recv_parsed(pfring *ring, u_char** buffer, u_int buffer_len, struct
pfring_pkthdr *hdr, u_int8_t wait_for_incoming_packet, u_int8_t level, u_int8_t
add_timestamp, u_int8_t add_hash)

Toke uTo 1 pfring_recv(), TONbKO C 4ONONHUTENbHbIMM NAapaMeTPaMn ANSA YAYYLEHHOTO
pasbopa nakera.

BxoaHble napameTpbl He npucyTcTaytowme B pfring_recv():
Level
YpoBeHb 3aro/IoBKa, rae 3akaH4MBaTb pa3bop nakera.

Add_timestamp
[obaBnaem BpeMeHHY METKY.
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Add_hash
BbluncneHHbIM hash aByx ip aapecoB (MCTOYHUK-HA3HAYeHMeE).

int pfring_loop(pfring *ring, pfringProcessPacket looper, const u_char *user_bytes,
u_int8_t wait_for_packet)

3Ta dyHKUMA 0bpabaTbiBaeT nakeTbl IM60 A0 Bbi3oBa pfring_breakloop() Ambo Ao owWNBKK.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING.

Looper

O6paTHbIN BbI3OB, BbI3bIBAEMbIN A1 KAXKA0ro NPMHATOro naketa. MapameTpel,
nepeaaBaemble STUM METOAOM: YKa3aTenb Ha CTPYKTypy pfring_pkthdr, ykasatenb
Ha NamMATb MaKeTa, 1 yKa3aTenb Ha user_bytes.

User_bytes
YKasaTenb Ha N0/1b30BaTE/IbCKME AaHHbIE, KOTOPble NepeaaHbl GyHKLMEN
06paTHOro BbI30BA.

wait_for_packet
ecnu aktueeH 0, oXXngaem, 4tob NPoBEPUTbL AOCTYNHOCTb NAKETOB.

Bo3sBpalaemoe 3HayeHue:
HeoTpuuaTenbHoe uncno, ecnn pyHkums pfring_breakloop() BbiaBaHa. B cnyyae
OLWMNBKM - OTPULLATENbHOE YMCAIO.
int pfring_next_pkt_time(pfring *ring, struct timespec *ts)
3Ta GyHKUMA BO3BPaALLAET BpemaA NpmbbiTUA BXOAALLErO NaKeTa, KOrAa 3TO BO3MOMKHO.
BxogHble napameTpsbl:
Ring

JOeckpuntop PF_RING, Hag KOTOpbIM Mbl BbINOAHAEM NPOBEPKY.

Ts
CTpyKTypa, rae A0/IXKHO ObITb 3aNMCcaHo Bpems.

BosBpallaemoe 3HauyeHue:
B cny4yae ycnexa - 0, B NpOTUBHOM C/yyae - oTpuuaTenbHoe YMcao.

int pfring_next_pkt_raw_timestamp(pfring *ring, u_int64_t *timestamp_ns)

I3TOT PYHKLUMA BO3BPALLAET UCXOAHYIO BPEMEHHYHO METKY CNeAYHOLLErO BXOAALLENO NAKETa,
KOrga 3TO BO3MOXHO. 3TO BO3MOXHO TO/IbKO C aganTepamu, NoAAepKUBAIOLWMMMU X
annapaTHY0 BPEMEHHYIO METKY.
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BxogHble napameTpbl:
ring
Deckpuntop PF_RING Hag KOTOpbIM Mbl BbINOAHAEM MPOBEPKY.

timestamp_ns
[ne BpemeHHan meTKa byaeT 3anucaHa.

Bo3Bpawjaemoe 3HauyeHue:
B cnyyae ycnexa - 0, B NpOTUBHOM C/lyyae - oTpmuaTenbHoOe YMCAo.

8.7. PF_RING: KsitactepHoe KoJb1[0

int pfring_set_cluster(pfring *ring, u_int clusterld, cluster_type the_type)

3Ta PpyHKUMA NO3BOASET KOAbLY A06aBUTbCA B KNacTep, KOTOpbI byaeT AOCTYNeH B aapPeCHOM
npocTpaHcTBe. B ABYX cnoBax, Korga 2 uav 6osee CoOKeTa KAacTepmusoBaHbl (CrpynnmupoBaHbl),
TO OHW AEeNAT BXoAALMe NaKeTbl, KOTopble pacnpeaenaoTca Ha NOTOKU. ITOT NPUEM NoaesHo
MCNO/b30BaTb B MHOTOAAEPHbIX CUCTEMAX ANA pacnpeaeneHUsa NakeTos B O4HOM U TOM e
afapecHOM NPOCTPaHCTBe NocpeaCcTBOM MHOFONOTOYHOCTMU.

Knactepusauma Takxke goctynHa B PF_RING-opueHTHpoBaHHOM 6ubnamnoteke libpcap
nocpeacTsom nepemeHHon okpy*keHma PCAP_PF_RING_CLUSTER_ID (Ha Bce noToKuM no
YMONYAHUIO, UK Yepes nepemeHHyto okpyxeHua PCAP_PF_RING_USE_CLUSTER_PER_FLOW
Ha KOHKPETHbIN NOTOK).

BxogAwme napameTpbl:
Ring
Oeckpuntop PF_RING gobasnaemblit B Knactep

clustered
MAeHTUPMKATOP KNacTepa, C KOTOPbIM KOAbLLO byaeT cBA3aHO.

the_type
TUN KNacTepa (MOToK onpeaenseTca no 2-m, 4-m unm 5-u nonsam, gna tcp ToNbKO no

5-1 1 6-1 AN Ha BCe NOTOKM).

Bo3Bpalaemoe 3HaueHue:
B cnyyae ycnexa 0,8 NPOTUBHOM Cny4dae oTpuuaTesibHoOE YUCNO.

int pfring_remove_from_cluster(pfring *ring);
3T1a GyHKUMA NO3BONSET KOMbLY YAANUTLCA U3 KNacTepa.
Bxoaswme napameTpbl:

Ring

Deckpuntop PF_RING KknacTepa.

clusterld
naeHTUdMKaToOp KNactepa, C KOTOPbIM KO/bLO CBA3AHO.
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Bo3Bpawaemoe 3HayeHue:
0 B c/iyyae ycnexa, B NPOTMBHOM C/lydae OTpMUATeNbHOe 3HaYeHue.

8.8. PF_RING: 3epkasMpoBaHue IaKeTOB

3epKannpoBaHMe NaKeToB - 3TO CNOCOHHOCTb NPobpackiBaTh NaKeTbl B A4p0, 6€3 UX OTNPAaBKM
B M0JIb30BAaTE/IbCKOE NMPOCTPAHCTBO M 06paTHO. Bbl MOXKeTe onpeaenvTb 3epKainpoBaHme
NaKeToB BHYTPM NpaBua GUAbTPaLLUK.

typedef struct {
char reflector_device_name[REFLECTOR_NAME_LEN];
} filtering_rule;

B reflector_device_name yKkaxute uma Bawuero yctporictaa (Hanp. eth0), Ha KoTopoe nakeTbl
cooTBeTcTBYOWME PUNbTPY ByAyT 3epKanmpoBaTtbca. Ybeamutech, YTo Balle OTpaKatoliee
YCTPOIACTBO MMEET OT/IMYHOE MMA OT UMEHM YCTPOMCTBA, KOTOPOE 3aXBaTbiBAET MAKeTbl, B
NPOTUBHOM CNy4Yae y Bac obpasyeTca NeTns NakeTos.

8.9. PF_RING: Bri6opka nakeToB

int pfring_set_sampling_rate(pfring *ring, u_int32_t rate)

BbibopKa NakeToB peanmnsyeTcs HENOCPeACTBEHHO B fAApe. 3ameTbTe, YTO 3TO peLleHne
HamHoro a¢pdeKkTMBHeE, Yem peanmsaumsa oTbopa B N0/1b30BaTE/IbCKOM MPOCTPAHCTBE.
OT6MpatoTCca TONIbKO Te NAaKeTbl, KOTOpble MPOXOAAT Yepes Bce GUNLTPLI (ECIM OHU eCTb).

Bxogawme napameTpbl:
Ring
Heckpuntop PF_RING, no KoTopomy npumeHsAeTca BbIBOpPKa.

Rate
YacToTa BbI6opKK. CKOpoCTb X 03HavaeT, 4To 1 nakeT n3 X nepeHanpasaseTcs. 1o
3HAYMT, YTO NPU CKOPOCTU 1 NPOMUCXOAUNT OTKAKOUEHME BbIOOPKU.

Bo3Bpalaemoe 3HaueHue:
Os CQlydae ycnexa, B NpOTMBHOM Cny4yae oTpuuatesibHoe Y1UCno.

8.10. PF_RING: ®uabTpalys nakeTon

PF_RING no3ssondaet ¢puabTpOBaTb NaKeTbl ABYMS CNOCOOaMM: KOHKPETHbIM (OHa *Ke X3Ll-
dunbTpauma) GUAbTPOM NN HENONHBIM GUNLTPOM. KOHKPETHYHO GUAbTPALMIO UCMO/b3YIOT,
Koraa HeobxoAMMOo OTCNeANTb KOHKPETHoe coeamHeHme no 6-T1 noaam <vlan Id, protocol,
source IP, source port, destination IP, destination port>. Ha HenosHyto dunbTpaumio nepexoant
BCAKWUI pas, Koraa GuabTp MOXKET UMETb TO/IbKO HEKOTOPbIE M3 3TUX Nonen (Hanpumep, Bce
coBnagatowme no UDP npmsHaKy nakeTbl, He CMOTPA Ha UX aapecaTbl). Ecam 3HayeHme Kakoro-
HWMBYAb Nnons 0, TO OHO He NPUMET y4acTus B GUAbTPALMN.
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8.10.1. PF_RING: HenosiHasa ¢punbTpanus

int pfring_add_filtering_rule(pfring *ring, filtering_rule* rule_to_add)

[obasnaeT npaBunao GuabTpaLmK cyLLecTBYOLLEMY KobLy. Kaxaoe npasuno umeet
YHUKaNbHbIM id TONbKO B Npeaenax CBOero Ko/bLa (T.e. 2 KonbLia MOryT UMeTb NpaBuaa ¢
oAMHaKoBbIMY id).

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING, B KoTOpOoMm byaeT AencTBoBaTb A06aBAEHHOE NPaBuIo.

Rule_to_add
MpaBuao gobasnseTcs, Kak ONUCaHO B Noc/eAHen rnase 3Toro AoKyMeHTa.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 Cniydae ycnexa, B NPOTUBHOM C/lydae - OTPUUATE/IbHOE 3HaYEHNE.

int pfring_remove_filtering_rule(pfring *ring, u_int16_t rule_id)
YpansaeT paHHee gobaBneHHoe NpaBuao GUAbTPaLUN.

BxoaHble napameTpsbl:
Ring
Oeckpuntop PF_RING, 13 kotoporo npasuno 6yaet yganeHo.

Rule_id
370 id paHHee nobaBneHHOro NpaBuna, Kotopoe byaeT yaaneHo.

Bo3Bpallaemoe 3HayeHue:
0 - B clyyae ycnexa, B MPOTMBHOM C/lydae - oTpuuaTeNbHOe Yncno (Hanp. ecam
NPaBuU/IO He CyllecTByeT).

int pfring_get_filtering_rule_stats(pfring *ring, u_int16_t rule_id, char* stats, u_int *stats_len)
CunTblBaHME CTAaTUCTUKM NO NPaBUAy GUAbTPALMN.
BxoaHble napameTpbl:

Ring

Deckpuntop PF_RING, 13 KOTOpPOro 6yayT cuMTbIBaTb CTAaTUCTUKY.

Rule_id
Id npaBuna, KoTopoe onpeaenseT NPaBUAO ANA CYUTbIBAHMA CTAaTUCTUKM.

Stats
Bydep, BblgeneHHbIN ANa NoaAb30BaTeNA, KOTOPbIM ByaeT coaepkaTb CTAaTUCTUKY
npasuna. NMoxkanyicra, ybegutech, uto 6ydep goctatouHo 6onbLWIOK ANA
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CTAaTUCTUKN. Takon Bydep ByaeT copeprkaTb KONYECTBO NPUHATLIX U OTOPOLLEHHbIX
NMaKeToB.

Stats_len
Pasmep 6ydepa B HanTax.

Bo3Bpawjaemoe 3HauyeHue:
0 B cnyyae ycnexa, B NPOTUBHOM C/y4yae OoTpuLUaTeibHOe 3HaYeHue (Hanp. npaBuio
He cyuiecTsyeT)

int pfring_purge_idle_rules(pfring *ring, u_int16_t inactivity_sec);
Yaanset npasuna GUAbTPaLMN HEAKTUBHbIE B TEYEHME ONpPeaeNeHHOro KONNMYECTBa CeKYHA.

BxoaHble napameTpbl:
Ring
Jeckpuntop PF_RING, u3 kotoporo npasuna 6yayT yaaneHol.

inactivity_sec
MNpenen 6e3gencrema.

Bosspau.l,aetv\oe 3Ha4YeHune:
OB Cny4vae ycnexa, B NPOTUBHOM Cny4ae OoTpunuatTe/sibHOE 3Ha4YEHUE.

8.10.2. PF_RING: KonkpeTHas ¢puabTpanus

int pfring_handle_hash_filtering_rule(pfring *ring, hash_filtering_rule* rule_to_add,
u_char add_rule)

[obasnseT uaun yaanset npasnao Gpuabtpaumu.

BxogHble napameTpsbl:
Ring
Heckpuntop PF_RING, B KoTopom npasunio byaet aobasneHo/yaaneHo.

Rule_to_add
Mpasuno, Kotopoe byaeT AobasneHo/yaaneHo, Kak ONMcaHo B NocaeaHel rnase
3TOro AO0KyMeHTa. Bce napameTpbl NpaBuia GUabTPaLUKM A0MKHbI ObiTb 3a4aHHbI
(6e3 macok).

Add_rule
Ecnm ycTaHOBUTbL NONOKUTENBHOE 3HaYeHKe, To npasuao aobasutcsa, ecam 0
npaBW/Io yAaNnnUTCA.

Bo3Bpaljaemoe 3HayeHue:
0 - B cNyyae ycnexa, B NPOTMBHOM C/ly4ae - OTpMLATENbHOE 3HaYeHue (Hanp.
yAanaemoe npasBuo He CyLecTByeT).
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Bce napameTpbl NpaBuna A0/XKHbI 6bITb 3a4aHHbI B NpaBuae ¢punbTpauum (MosHOCTbIO).

int pfring_get_hash_filtering_rule_stats(pfring *ring, hash_filtering_rule* rule, char* stats,
u_int *stats_len)

CunTaeT cTaTUCTMKY NOo nNpasuay GpuabTpauum.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING, c KoToporo 6yaeT cuMTbiBaTbCA CTaTUCTUKA.

Rule
MpaBni0, NO KOTOPOMY CHMTAETCA CTAaTUCTUKA. ITO AOKHO ObITb TO *Ke NPaBuno,
KOTOopoe bbiNo paHHee gobaBneHo.

Stats

Bydep, BblgeneHHbIV AN NONb30BaTeNA, KOTOPbIM ByaeT coaepKaTb CTaTUCTUKY
npasuna. Moxanyicra, byapTte yBepeHsbl, 4To 6ydpep focTaTOYHO 6oAbLWON ANA
CTAaTUCTUKN. TaKol bydep byaeT cogepkaTb KOANYECTBO NPUHATLIX N OTOPOLIEHHbIX
nakeTos.

Stats_len
Pasmep bydepa B HanTax.

Bo3Bpalaemoe 3HayeHue:
0 - B cnyyae ycnexa, B NPOTMBHOM C/ly4ae - OTpMLATENbHOE 3HaYeHune (Hanp.
NPaBuU/IO He CyllecTByeT).

int pfring_purge_idle_hash_rules(pfring *ring, u_int16_t inactivity_sec);
Ypanaet npasuna GuUAbTPaLMM HEAKTUBHbIE B TEYEHWE ONPeaeIEHHOrO KOIMYECTBa CEKYHA.

BxogHble napameTpsbl:
Ring
Oeckpuntop PF_RING, 13 koToporo npasuno byaeT yaaneHo.

inactivity _sec
Mpeaen 6e3pelictaumA.

Bo3Bpaliaemoe 3HayeHue:
0 - B ciyyae ycnexa, B NPOTMBHOM C/ly4ae - OTPMLATENbHOE 3HAYEHMeE.

8.10.3. PF_RING: BPF ¢unbTpanus

Kak n B Bepcum 5.1, BO3MOKHO yKaszatb BPF ¢unbtpbl yepes PF_RING API. Ons storo
HeobxoAMMO NOAKNYUTL (MO YyMONYaHMIO BKAOYEHO) BPF noaaep KKy Ha Bpems KoMnuaaumm
n coegmHnTb PF_RING-peanusyemble npunoxeHusa ¢ bubamnotekoit libpcap (BozamoxkHo
OTK/OUNTb Noaaep»KKy BPF ¢ nomouybio komaHg, “cd userland/lib/; ./configure --disablebpf;
make” 4Tob6bl M36eXKaTb NoAKAOYEHMA K BubanoTeku libpcap).
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int pfring_set_bpf_filter(pfring *ring, char* filter_buffer)
3agaét BPF punbTp cylecTBytoLEMY KObLLY.

BxoaAawue napameTpbl:
Ring
Aeckpuntop PF_RING, K KoTopomy bygeTt nobasneH ¢punbTp.

Filter_buffer
3agaém dunbTp.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 CQiydae ycnexa, B NPpOTUBHOM Cay4ae - OoTpuuatTesibHOe 3Ha4YEHUE.

int pfring_remove_bpf_filter(pfring *ring)
Yaanaet BPF punbtp.

BxoaHble napameTpsbl:
Ring
JDeckpuntop PF_RING.

BbixogHOe 3HayeHue:
0 - B cNyyae ycnexa, B NPOTMBHOM C/ly4ae - OTPMLATENbHOE YUCO.

8.11. PF_RING: ®uabTpanus naketoB B NIC

HeKoTopble, UMeloLLMe HECKO/IbKO oYyepeaei, COBpeMEHHbIE CeTeBble aaanTepbl
npeaocTaBAAT BOSMOMXKHOCTM «ynpaBaeHUa naketamm». C MOMOLLbIO HUX MOXKHO YKa3aTb
ceteBoi kapTe NIC oTnpaBATbL OTOBpPaHHbIE NaKeTbl onpegenéHHol RX ouepeaun. Ecnmy
yKa3aHHoOM o4yepeau id npesbillaeT Makcumym queueid, To nakeT oTbpacbiBaeTcsi Nofo6HO
paboTe annapaTtHoro ¢aepsona.

MpumeyaHue: PunbTpauumm NakeTos B Aape He noaaepxmaetcs DNA.
int pfring_add_hw_rule(pfring *ring, hw_filtering_rule *rule)

3apaét npasuna ¢unbtpaumm B NIC. 3ameTbTe, fobasnsem He PF_RING ¢ounbTp, a umeHHo NIC
dunbTp.

BxogHble napameTpbl:
Ring
Deckpuntop PF_RING, B KOTOpbIV byaeT fo6aBieHO NpaBuno.

Rule

Mpasuno punbTpaumum, KotTopoe yctaHasamsaetcs B NIC, Kak NnoKa3aHo B nocneaHemn
rnase IaHHOro IOKyMeHTa. Bce napameTpbl NpaBuaa A0NXHbI 6biTb ONUCaHbI, U
€C/IN YKa3aHo 3HayeHue 0, Toraa 3TM napameTpbl He NPUMYT ydacTuaA B puabTpaLmu.
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Bo3Bpawaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B TPOTUBHOM C/y4yae - OTpuLaTe/IbHOe 3HaYeHue (Hanp.
nobasneHHoe npaBuio umeno HesepHbln popmat uam NIC, KoTopan paboTtaeT ¢
3TUM KONbLLOM, HEe NoAAEePKMBAET annapaTHON GUAbTpaLmm).

int pfring_remove_hw_rule(pfring *ring, hw_filtering_rule *rule)
Ypansaet yKasaHHoe npasuao ¢uabtpaumm ns NIC.

BxogHble napameTpbl:
Ring
Oeckpnntop PF_RING, 13 KoToporo npasuao byaet yaaneHo.

Rule
Mpasnno punbTpaunm, Kotopoe byaet yaaneHo m3 NIC.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 Cnydae ycnexa, B NPOTUBHOM Cay4ae - oTpuuatesbHoe 4Yncno.

int pfring_set_filtering_mode(pfring *ring, filtering_mode mode)

3apaet pexum puabTpaumm (ToNbKO NPOrPaMMHbIA, TONIbKO annapaTHbIi, annapaTHbIN U
NpPOrpaMmmHbIi) AN Toro, 4tobbl NPO3payHoO A06aBNATL/yAANATL aNnNapaTHble NPaBMAA C
nomoLybto Toro e APl dyHKLMOHANA, UCMONb3YEMOTO ANS NPOrPaMMHbIX MPaBUA (HENONHBIX
NN KOHKPETHbIX).

BxogHble napameTpsbl:
Ring
Deckpuntop PF_RING, ans kotoporo 6yaeT 3agaH pexum.

Mode
Pexxum punbrpauum.

Bo3epauwaemoe 3HayeHme:
0-8 CQiydae ycnexa, B NPOTUBHOM Cay4ae - oTpuuatenbHoe 4YnNCno.

8.12. PF_RING: [TonuTuka ¢puabTpanuu

int pfring_toggle_ filtering_policy(pfring *ring, u_int8 t rules_default_accept_policy)

YcTaHaBAunBaeT AedonTHY0 (N0 YMONYAHMIO) NONUTUKY GUNbTPALMU. ITO 3HAYUT, YTO ECAN HET
npaBu/ia y40BNETBOPAIOLLErO BXOAAWEMY NAKETY, TO AedONTHAA NONMTUKA peLllaeT, oTbpoCuTb
naKeT UKW HanpaBUTb B NO/b30BATE/IbCKOE NPOCTPAHCTBO. 3aMeTbTE, UTO KarKao0e
dunbTPyloLLLEe NPaBUAO AECTBYET B Npedenax Ko/bla, Tak YTO KO/bLia MOTYT UMETb
pa3/inyHble Npasuaa MU NOANTUKN MO YMOJTYAHMUIO.

BxogHble napameTpbl:
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Ring
Oeckpuntop PF_RING, B KOTOPpOM NpoUCXOAUT NepekatoveHme gedonTHom
NO/INTUKMN.

rules_default_accept_policy

Ecnu yKasaTb NoNoXuTENbHOE 3HaYeHUe, To 4edONTHaA NOIMTUKA ByaeT NpuHATa
(T.e. nepegaya NakeToB B NPOCTPAHCTBO MO/Ib30BaTENS), NPU OTPUL,ATE/IBHOM
3HAYeHUM NPOUCXOAUT OTOpPACbiBaHWE NAKETOB, HE YA0BNETBOPAOWMUX GUILTPY.

Bo3Bpawjaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - OTpuLaTe/ibHOe 3HaYeHue.

8.13. PF_RING: Ilepesaya nakeToB

B 3aBMCMMOCTM OT MCNONb3YEMOTO ApaiiBepa, Nnepesayva NakeTa MOXKeT Pa3INYaTbCA:

e Vanilla u PF_RING opueHTUpoBaHHble Agpaisepa: PF_RING He yckopseT
nepegavy, CpPaBHUBAA C UCNONb3YEMbIMU CTaHAAPTHLIMKU CPEACTBAMM
nepegaun Linux. He oxkngaiite npenmyulectsa B CKOPOCTHU, KOraa
ncnonbsyete PF_RING B aTOM pexunme.

e TNAPI: nepesaya nakeToB He NoAfeprKnBaeTcA.

e DNA: nepefaya nakeToB nogaepXmnBaeTca.

int pfring_send(pfring *ring, u_char *pkt, u_int pkt_len, u_int8_t flush_packet)

HecmoTps Ha To, uto PF_RING ontumusmpoBaH ana npnéma(RX), oH Takke nossonser
oTnpasnaTb NakeTbl(TX). 3Ta GyHKLMA NO3BONAET OTNPABAATL CbIPOM MAKET (T.€. NakeT
nepeaaeTca no IMHUKN TaKoM, KakuUM 6bl1 chOpMMpPOBaH). ITOT NAKeT A0/IKEH ObITb MONHOCTbIO
cbopmmpoBaH (Bnnotb 4o MAC agpeca) n AomKeH bbiTb NepesaH Kak ecTb, 6e3 Kakux-nmbo
A0NONHUTENBbHbIX 06paboToK.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING, c KoToporo naket 6yaeT oTnpasneH.

Pkt
bydep, cogepKawnii oTNpaBaAeMbln NaKeT.

Pkt _len
DnvHa 6ydepa pkt.

flush_packet

1=He3amennuTenbHas oTNpaBKa odyepean. Ecam ykasatb O, Bbl yMEHbLUNTE HArpysKy
Ha CPU, Ho nakeTbl BCTaHyT B (06Lyt0) ouyepeab 1 byayT nepeaaBaTbca ¢ bonbluen
3a/1eprKKON.

Bo3Bpawaemoe 3HayeHue:
B cnyyae ycnexa KonnyecTBo nepeaaHHbix 6aiATOB, B NPOTUBHOM C/y4Yae
oTpuuaTeNbHOE YNCNO.
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int pfring_send_ifindex(pfring *ring, u_char *pkt, u_int pkt_len, u_int8_t flush_packet,
int if_index)

CxoxKa ¢ pfring_send(), c BO3MOKHOCTbIO OnpefensiTe MHAEKC UCXOAALLETO CETEBOMO
nHTepdelica.

BxogHble NnapameTpbl He NpeacTaBneHHble B pfring_send():
If_index
NHaeke nHTepdelica COOTBETCTBYIOWMIA CETEBOMY YCTPOMCTBY (C KOTOPOTO
OTNpaBMTCA NaKeT).

int pfring_send_get_time(pfring *ring, u_char *pkt, u_int pkt_len, struct timespec *ts)

ITa GyHKLMA NO3BONSAET OTNPaABMTL NAKET, U BEPHYTb TOYHOE BpeMs (ns), B KOTOpoe OH bbin
OTNpPaB/eH B IMHUIO CBA3U. 3aMeTbTe, 3TO BO3MOXKHO TO/IbKO KOraa agantep noaaepskusaet
nepeaavy annapaTHbIX BpeMEeHHbIX METKOK Mpu oTnpaske (tx), 1 OHW MOryT NOBAUATL HA
NPOV3BOAUTENBHOCTD.

BxogHble NnapameTpsbl, He NpeacTaBaeHHble B pfring_send():
Ts
CTpYKTYpa, Kyaa BpemeHHas MeTKa OTNpaBKM NakeTa byaeT 3anucaHa.

int pfring_send_last_rx_packet(pfring *ring, int tx_interface_id)

OTtnpasnAeT NocneAHUN NPUHATBIN NaKeT Ha yKa3aHHOEe YCTPOMCTBO. ITa ONTUMM3aLLUA,
paboTatowan TonbKo B cTaHAapTHOM PF_RING.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING, yepes KoTopbIli NakeT NpUHUMaeTcA.
tx_interface_id
id MHTepdenca oTnpaBAAOLWEro NakKeT.
Bo3Bpaljaemoe 3HayeHme:

0-8 CQlydae ycnexa, B NPOTUBHOM Cay4ae - OTpuuatTesibHOe 3Ha4YeHMUeE.

8.14. PF_RING: [Ipoune pyHKIIMU

int pfring_enable_ring(pfring *ring)

Koraa KonbLo co34aH0, OHO He BK/OYEHO (T.e. BXOAALLME NaKeTbl 0TOPaCchbIBAOTCA) NOKa 3Ta
bYyHKUMA He Bbi3BaHa.

BxoaHble napameTpbl:
Ring

Aeckpuntop PF_RING, KOTOPbIN HYXXHO BKIOYUTD.

BosBpawjaemoe 3HayeHue:
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0 - B cyyae ycnexa, B NPOTUBHOM C/yyae - OTpuLaTe/IbHOEe 3HaYeHue (Hanp.
KO/IbLLO HE MOMKET ObITb BK/IIOYEHO).

int pfring_disable_ring(pfring *ring)
OTKAOUYNTL KO/bLO.

BxogHble napameTpbl:
Ring
Deckpuntop PF_RING gna otkntoueHums.

Bo3Bpawjaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B NPOTUBHOM C/ly4Yae - oTpuuaTeNbHOe 3HaYeHue.

int pfring_stats(pfring *ring, pfring_stat *stats)
YTeHne CTaTUCTUKM KoNbLA (MPUHATbIE M OTOPOLLIEHHbIE NAKeTbl).

BxoaHble napameTpsbl:
Ring
Oeckpuntop PF_RING, c KoToporo 6yaeT 4MtaTbCa CTaTUCTUKA.
Stats
Bydep npoctpaHcTBa Nosb3oBaTeNA, B KOTOPbI ByAeT COXpaHeHa CTaTUCTMKA
(KONMYeCTBO NPUHATBIX M OTOPOLLEHHbIX NAKETOB).

Bosspau.l,aemoe 3Ha4YeHune:
0-8 CQydae ycnexa, B NpoTMBHOM C/ly4ae - oTpuuatesibHoe 3Ha4YeHue.

int pfring_set_application_stats(pfring *ring, char *stats)
3a4aTb CTAaTUCTMKY NONb30BATE/IbCKOTO MPUIOXKEHWSA.

BxogHble napameTpsbl:
Ring
JOeckpuntop PF_RING.
Stats
CTaTncTUKa NpunoxKeHua.

Bo3Bpalaemoe 3HaueHue:
Os Ccaiydae ycnexa, B MPpOTUBHOM Cy4ae OoTpuuate/sibHOE 3Ha4YEHUE.

char* pfring_get_appl_stats_file_name(pfring *ring, char *path, u_int path_len)
BepHyTb ma daina, rae MOXKHO NPOYECTb CTATUCTUKY NO MPUIOKEHUIO.
BxoaHble napameTpbl:

Ring

Oeckpuntop PF_RING.
path
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MNonb3oBaTenbcKuin bydep, B KOTOPbI bByaeT 3anmcaHa cTaTucTMKa 13 panna.
Path_len
OnunHa path.
Bo3Bpawjaemoe 3HauyeHue:
B cnyyae ycnexa - ums daiina, B npotMBHOM cny4dae - NULL.

int pfring_version(pfring *ring, u_int32_t *version)

YutaeT Bepcuto Konbla. 3amMmeTbTe, eC/iv Bepcua Koabla 3.7, To 6yaeT BO3BPaLLLEHO 3HAaYeHMe
0x030700.

BxogHble napameTpbl:
Ring
Deckpuntop PF_RING gna cumMtbiBaHUA BepCcUn.
Version
Bydep npoctpaHcTBa Nonb3oBaTeNA, B KOTOPbI ByaeT ckonnpoBaHa BepcuA A4pa.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 CQiydae ycnexa, B NPOTUBHOM Cay4ae - OTpuuatTesibHOe 3Ha4YEHUE.

int pfring_set_direction(pfring *ring, packet_direction direction)

YKa3sbisaeT PF_RING npnHMmaTb BO BHUMAHME TONBbKO Te NaKeTbl, KOTOPble COOTBETCTBYIOT
yKa3aHHOMY HanpaBaeHuto. Ecnm npunoxkeHme He Bbi3blBaeT 3Ty GYHKLMIO, TOrAa
BO3BPaLLAtOTCA BCE NaKeTbl (He3aBUCUMMO OT HanpasaeHus, TX unum RX).

BxogHble napameTpsbl:
Ring
Jeckpuntop PF_RING.
Direction
HanpasneHnusa naketos (RX, TX uam RX n TX).

Bo3epauwaemoe 3HayeHme:
0-8 CQydae ycnexa, B NpoTMBHOM C/ly4ae - OoTpuuatesibHoe 3Ha4YeHuUe.

int pfring_set_socket_mode(pfring *ring, socket_mode mode)

Coobuaet PF_RING-y, 4TO NpU0OKEHUIO0 HEOHXOAMMO OTMPaBUTb U/UAK NPUHATL NaKeTbl B/uU3
coKerTa.
BxogHble napameTpbl:

Ring

Deckpuntop PF_RING.

Mode

Pexxum cokeTa (oTnpaBKa, NPpMeM UAKN OTNPaBKa U MPUEM).

Bo3sBpaliaemoe 3HauyeHue:
0 - B cnyyae ycnexa, B NPOTUBHOM C/ly4ae - oTpuLaTebHOe 3HaYeHMe.

int pfring_poll(pfring *ring, u_int wait_duration)
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BbinosiHAeT naccuBHOe oxmngaHue Ha PF_RING cokeTe, cxoxasn co cTaHaapTHol ¢-ei poll(),
OTBEYalLLAA 32 CUHXPOHU3ALMIO CTPYKTYP AAHHbIX.

BxogHble napameTpbl:
Ring
Coket PF_RING gnsa npocnywimsaHus.
Wait_duration
Bpema npocnywimBaHnA B MUANUCEKYHAAX.

Bo3Bpawaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - oTpuLaTe/ibHOe 3HaYeHue.

int pfring_set_poll_watermark(pfring *ring, u_int16_t watermark)

Bcaknin pas, Korga NnpuaoXKeHne Nonb30oBaTeNa BbIHYKAEHO OXNAATb NPUOLITUA BXOAALLMX
nakeToB, OHO MoXeT 3agaTb PF_RING-y He Bo3BpaLwaTbh pyHKuuto poll(), no kpanHen mepe,
noka naketbl “watermark” He BepHynucb. HU3Koe 3HaYeHne watermark, Takoe Kak 1,
yMeHbLUaeT Bpemsa oxuganua poll(), Ho BepoAaTHO, yBeANYMBAETCA KONMYECTBO BbI30BOB G-L MK
poll(). Bbicokoe 3Ha4yeHMe watermark (oHO He moxKeT npesbiwaTb 50% OT pazmepa KonbLa, B
NpPoTUBHOM ciydae moaynb agpa PF_RING 6yget npeBblwaTh CBOE 3Ha4YeHME), BMECTO
YMEHbLUEHMA KONMYECTBa BbI30BOB ¢-Lnn poll() HEMHOro yBENYUTCA BPEMSA OXKUOAHWUA NaKeTa.
3HayeHWe No ymonyaHuto watermark (T.e. ecam NPpUAOKEHUA NONb30BATENA HE U3MEHAIOT
3HauyeHue watermark yepes aty pyHKumo) — 128.

BxoaHble napameTpsbl:
Ring
Jeckpuntop PF_RING.

Watermark
MpocnywmBaHue naketa watermark.

Bo3epauwaemoe 3HayeHme:
0-8 CQydae ycnexa, B NpoTMBHOM C/ly4ae - OoTpuuatesibHoe 3Ha4YeHuUe.

int pfring_set_tx_watermark(pfring *ring, u_int16_t watermark)

3a42ET YMCNo NAKeToB, KOTOpOE AO0/TKHO 6bITb NOCTAaBNEHO B oyepenb nepen eé OTI'IpaBKOl\;l no
JTNHUU CBA3U.

BxoaHble napameTpbl:
Ring
HDeckpuntop PF_RING.
Watermark
Tx watermark.

Bo3Bpawaemoe 3HayeHue:
0 - B cnyyae ycnexa, B IPOTMBHOM C/y4ae - OTpMLUATE/IbHOE 3HAYEHME.
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int pfring_set_poll_duration(pfring *ring, u_int duration)
3apaét Bpems oxungarma poll, Koraa ncnonb3yercs NaccMBHOE OXKMAAHME.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING, KOTOPbIN HYXKHO BKAOYNTb.
Duraction
Bpems oxungaHus poll B mMunnmcekyHaax.

Bo3Bpawaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - oTpuLaTe/ibHOe 3HaYeHue.

int pfring_set_application_name(pfring *ring, char *name)

Coobuwaet PF_RING-y ums npunoxeHua (o0bbivHO 3aaaeTca yepes argv[0]), KoTopoe ncnonbsyet
3TO KOJbLO. 3Ta UHPOPMALMA UCNOb3YETCA AR TOFO, YTOObI UAEHTUOULMPOBATL NPUIOIKEHUE,
npw aoctyne K ¢parinam gupektopum PF_RING KaTanora /proc ¢ainnoBoi cuctemsi.

3T0 TaKKe BO3MOXKHO ¢ nomolubio PF-RING- opueHTMpoBaHHOM bubnnoteku libpcap uepes
nepemeHHyto okpyxeHua PCAP_PF_RING_APPNAME.

Mpumep:

> cat /proc/net/pf_ring/16614-eth0.0
Bound Device : ethO

Slot Version : 13 [4.7.1]

Active : 1

Sampling Rate : 1

Appl. Name : pfcount

IP Defragment : No

BxogHble napameTpbl:
Ring
Jeckpuntop PF_RING.
Name
NUma npunoxeHna, ucnonb3ytollee 3To KobLo.

Bo3Bpallaemoe 3HayeHue:

0 - B clyyae ycnexa, B NPOTUBHOM Cay4Yae - oTpULaTelbHoe 3HavyeHue.
int pfring_get_bound_device address(pfring *ring, u_char mac_address[6])
BosBpalwaer MAC-agpec ycTpoiicTBa, CBA3AHHOIO C COKETOM.

BxoaHble napameTpbl:

Ring

Oeckpuntop PF_RING-a, KoTopbiit ByaeT aenatb 3anpoc.
Mac_address
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Maccwus, B KoTopbii byaeT ckonnposaH MAC-agpec.

Bo3Bpawjaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - oTpuLaTesibHOe 3HaYeHue.

int pfring_get_bound_device_id(pfring *ring, int* device_id)
BosBpauaert id ycTpoiicTBa CBA3aHHOIO C COKETOM.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING-a, KoTopblit byaeTt genatb 3anpoc.
device_id
Kyaa byaeT ckonnpoBaH naeHTUdMKaTop yCTponcTBa.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 CQiydae ycnexa, B NPOTUBHOM C/ly4ae - OTpUUaTe/IbHOE 3Ha4YeHNE.

u_int8_t pfring_get_num_rx_channels(pfring *ring)

BosBpaltaeT KonmyectBo RX KaHanoB (M3BecTHble Kak RX ouepeaun) Ethernet nntepodeiica,
KOTOPbIN CBA3AH C AAHHbIM KO/IbLLOM.

BxogHble napameTpsbl:
Ring
Oeckpuntop PF_RING-a, KoTopbi ByaeT genatb 3anpoc.

Bo3Bpaliaemoe 3HayeHue:
Konuuectso kKaHanos RX, nau 1 (no ymonyaHuio), B caydae eciv MHGopmaumsa
OTCYTCTBYET.

int pfring_get_selectable_fd(pfring *ring)

BosBpalaeT ¢painnoBsblii 4ECKPUNTOP, CBA3AHHDbIN C YKa3aHHbIM KO/bLLOM. 9TO YNCO MOXKET
ObITb MCMO/Ib30BAHO B Taknx PyHKLMAX Kak, poll() u select() ana naccnBHoro oxmaaHua
BXOAALUMX NAKETOB.

BxogHble napameTpbl:
Ring
Deckpuntop PF_RING-a, KoTopbI ByaeT aenatb 3anpoc.
Bo3Bpaliaemoe 3HaueHue:
3TO YNCNO MOXKET BbITb MUCNOJIb30BAHO KAaK CCbl/IKA Ha KOMbLO, U B GYHKLMUSX,

KOTopble TPpebytoT yKasbiBaTb $alioBbI AECKPMMTOP.

int pfring_enable_rss_rehash(pfring *ring)
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Coobuwgaet PF_RING caenatb rehash Bxoaawmx naketos, MCNONb3yA ABYHAMNPABIEHHYO X3LU-
bYHKUMIO. ITO TaKKe BO3MOXKHO C nomolLblo bubanoteku libpcap ¢ nogaepxkoi PF-RING
yepes nepemeHHyto okpyeHna PCAP_PF_RING_RSS_REHASH.

BxogHble napameTpbl:
Ring
Oeckpuntop PF_RING-a, KoTopblit byaeTt genatb 3anpoc.

Bo3Bpaljaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - OTpuLaTesibHOe 3HaYeHue.

int pfring_get_device_clock(pfring *ring, struct timespec *ts)

YuTaeT BpemaA C annapaTHbIX YacoB CETEBOrO YCTPOWCTBA, €C/IM afanTep NoALepKnBaeT
annapaTHyto NOMETKY BpeEMEHEM.

BxoaHble napameTpsbl:
Ring
Deckpuntop PF_RING-a.
Ts
CTpyKTYpa, Kyaa byaet 3anmcaHo Bpems.

BosBpau.l,aemoe 3Ha4YeHune:
O0-8 C/Qlydae ycnexa, B NPOTUBHOM Cay4ae - oTpunuatesibHOe 3Ha4YEHUE.

int pfring_set_device_clock(pfring *ring, struct timespec *ts)

3a4aéT BpemaA Ha annapaTHbIX Yacax CeTeBOro YCTPOMCTBA, eC/IM aganTep NogaeprKMBaeT
annapaTHy NOMETKY BPEMEHEM.

BxogHble napameTpsbl:
Ring
Jeckpuntop PF_RING-a.
Ts
Bpems, KoTopoe 6yaeT 3agaHo.

Bo3Bpalaemoe 3HaueHue:
Os Ccaiydae ycnexa, B MpOTUBHOM Cy4ae OoTpunuatTe/sibHOE 3Ha4YEHUE.

int pfring_adjust_device_clock(pfring *ring, struct timespec *offset, int8_t sign)

HacTpolika BpeMeHM Ha annapaTtHbIX Yacax Ha 3aaHHOe CMeLLEHMeE, eCn aganTep
NoAAEPKMBAET NOMETKY BPEMEHEM.

BxoaHble napameTpbl:
Ring
Oeckpuntop PF_RING-a.

Offset
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Bpema cmeweHumA.

Sign
3HaK cmelLeHus (oTcTaloT Uam cnewar).

Bo3Bpawjaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - oTpuLaTesibHOe 3HaYeHue.

int pfring_enable_hw_timestamp(pfring *ring, char *device_name, u_int8_t enable_rx,
u_int8_t enable_tx)

BKk/itoyaeT annapaTtHble MeTKU Ans tx 1 rx, ecan agantep ux NoaaeprKusaer.

BxoaHble napameTpbl:
Ring
HDeckpuntop PF_RING-a.

device_name
Mma ycTponcTea, Ha KOTOPOM ByAyT BKAKOYEHA MOMETKA BPEMEHEM.

Enable_rx
®nar, KOTOpbIV BKAOYAET MOMETKY BPEMEHEM X NAKETOB.

Enable_tx
®nar, KOTopbIV BKAOYAET NOMETKY BPEMEHEM tX NAKeTOB.

Bo3epauwaemoe 3HayeHme:
0-8 Cnydae ycnexa, B NpoTMBHOM CJ/ly4ae - OoTpuuaTtesibHoe 3Ha4YeHuUe.

int pfring_parse_pkt(u_char *pkt, struct pfring_pkthdr *hdr, u_int8 t level, u_int8 t
add_timestamp, u_int8_t add_hash)

Pa3bop nakerta.

Pa3bopLiuK NakeTa, KOTOPbIK OXKuaaeT 3anmcb hdr UamM HynaMmmn nan AoNYCTUMbIMU J@HHbIMU
TEKYLLEero nakeTa, YTo No3BonseT n3bexkaTb BTOPUYHOIo pa3bopa 3aro/sI0BKOB TOrO Ke NaKeTa.
3710 obecneumnBaeTcs ¢ NOMOLIbIO KOHTpoA nonei |3_offset u 14_offset, ykasbiBatowme Ha
pa3obpaHHble YpoBHU L2 1 L3 cOOTBETCTBEHHO, MPU HAIMYUKN HA HUX 3HAYEHMIA OT/IMYHBIX OT
HyNA.

BxoaHble napameTpbl:
Ptk
bydep ans naketa.

Hdr
3ano/IHeHHbIN 3aro/10BOK.

Level
YpoBeHb 3aronoBKa, Ha KOTOpPoM pa3bop 3aKaH4YMBaeTCA.
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add_timestamp
[obasnaem NOMeTKY BpeMEHEM.

Add_hash
Bbluncauntb hash Ha ocHoBe aByx IP.

Bo3Bpawjaemoe 3HauyeHue:
B cnyyae ycnexa - HeoTpuuaTeIbHOE YMCAO0, YKA3blBatoLWee CamMblii BEPXHUN
YPOBEHDb B 3aro/10BKe, B MPOTUBHOM C/Ay4ae - OTpULaTENIbHOE YNCAO.

8.15. UnTtepodeiic PF_RING B C++

NHuTepdeiic C++ (cmotpute PF_RING/userland/c++/) aHanornyeH nHtepdeiicy C. bonblumx
N3MEHEHMI He NPOM30LWI0 U BCe UMeHA QYHKUMI CX0XM ¢ pyHKUMamM B C. K npumepy:

e C: int pfring_stats(pfring *ring, pfring_stat *stats);

e C++:inline int get_stats(pfring_stat *stats);

9. buoauoTteka libzero aisa DNA

J3T1a 6MbnMOTEeKa peannsyet MexaHM3M zero-copy A1a B3aMMogenCcTBMA NPOLLEeCcCoB, Tak YTO OHA
MOXET 6bITb MICNONb30BaHA B MHOrOMNOTOYHbIX M MHOFOMNPOLLECCHbIX MPUNOXKEHUAX. KaK
OMNMCbIBANOCh BHavyane, OHa NpeaocTaBaseT 2 rNaBHbIX KOMNOHeHTOB: Knactep DNA u
npoTtankusatenb DNA.

9.1. Knactep DNA

Knactep DNA peanusyeT NakeTHyI KnacTepusaumto, 6narogapa Yemy BCe NPUNOIKEHUS,
OTHOCALLMECA K OQHOMY KnacTepy, MOryT BUAETb BCe BXOAALLME NaKeTbl, peasn3ya MexaHnsm
zero-copy ncnonb3ya GyHKLMIO pacnpeneneHns, onpefeneHHyo nonb3osarenem. Tak xe
NPUIOXKEHUA MOTYT OTNPaBAATb NaKeTbl Yepes zero-copy. Kaxaoe npunoxeHue
ynuTaeT/oTNpaBAAET NaKeTbl U3/Ha «yNpPaBAAEMbIii» COKET.

OcHoBHOW(0€) NOTOK/NPUNOMKEHME OTBETCTBEHHbIN(0E) 3a pacnpeaeieHne BXOAALLMX NaKeToB
ANA NOAYMHEHHBIX NOTOKOB/MPUAOMKEHUIN UCNONb3YET OnpeaenEHHYI0 Nob30BaTeIeM
byHKUMIO pacnpeaeneHus (No yMONYaHUIo 3To Xaw-QyHKUMA AByX IP). OYHKLMA TaK Ke MOXKeT
BbICTYNaTb B KAYECTBE Pa3BETBUTENS, (KTPOMHMKA») NPeAO0CTaBAAIOLLAA TOT XKe NakeT
HECKO/IbKMM ynpasBasembiM (NoAYMHEHHBIM) MOTOKaM/MPUNONKEHUAM, HE 3aMeaNAs
notpebutensn, KOTOPbIV BAMUAET Ha MPOM3BOAUTENIbHOCTb NOCAEAYIOWMX QYHKLMNA.

Knactep no3BonsieT npuaoxKeHuto o6pabaTtbiBaTb NaKeTbl «C Nponyckammn» (T.e. obpabaTtbiBaTbh
naKeTbl He MO NOPAAKY), Nepexoaa K cieaytowemMy BXOAALLEMY MaKeTy, AaXKe ecn
npeablaywmii nakeT ewe He obpaboTaH.

9.1.1. OcHoBHbIe API (The Master API)

pfring_dna_cluster* dna_cluster_create(u_int32_t cluster_id, u_int32_t num_apps, u_int32_t
flags)
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Cosgaet HOBbIN geckpunTop Knactepa DNA. Co3gaHHbIM KnacTep ewé He B3auMOCBSI3aH C
KOJIbLLOM.

BxogHble napameTpbl:
Cluster_id
NpoeHTudumkaTop Knactepa.

Num_apps
KoinyectBo NOAYMHEHHbBIX NPUNOMKEHUIA/NOTOKOB.

Flags
Macka a4na BKAOYEHUA AONONHUTENBbHBIX QYHKLUN:

e DNA_CLUSTER_DIRECT_FORWARDING: BkAtOYaET «HanpaBaeHHYto
nepecbiIIKy» ANA nepeAaym BXOAALMX NAKETOB Ha UHTepdenc ans oTNpaBKMy,
B COOTBETCTBMM C BO3BPALLAEMbIMM 3HAYEHMAMM pacnpenenatoLlen
bYHKUNM.

e DNA_CLUSTER_NO_ADDITIONAL_BUFFERS: oTknto4aeT o6nacTb NamaAtu
«pfring_pkt_buff» (cmoTpu pasaen «ynpasnsemolie API»), Tem cambim
YMeHbLIAA UCNO/Ib3yeMyto MaMATb.

e DNA_CLUSTER_HUGEPAGES: BkntouyaeT obnactb namatu yepes hugepages
(MexaHu3m BblgeneHma namatu B Linux).

Bo3Bpalaemoe 3HayeHue:
[eckpunTop (3aron0BoK) Knacrepa.

int dna_cluster_low_level_settings(pfring_dna_cluster *handle, u_int32_t slave_rx_queue_len,
u_int32_tslave_tx_queue_len, u_int 32 _t slave_additional_buffers);

N3meHseT cTaHAapTHble 3HaYEHUA KOIMYECTBa C/I0TOB Y odepeaent rx/tx v AononHeHns K
6ydepy (Tonbko ans npodeccnoHanos).

BxogHble napameTpsbl:
Handle
Jeckpuntop Knactepa DNA.

slave_rx_queue_len
KO/ZIMYECTBO C/I0TOB B NOAYMHEHHOM rxX oyepeam.

slave_tx_queue_len
KO/ZIMYECTBO C/I0TOB B NOAYMHEHHOM tx oyepeam.

slave_additional_buffers
MaKcrmanbHOe 3HaYeHMe pacluMpeHHoro bydepa, KOTOPbIM OH OrpPaHUYeH
(cmoTpuTe pasgen «ynpasnasemblie API»).

BosBpawaemoe 3HayeHue:
0 - B cnyyae ycnexa, B IPOTMBHOM C/y4ae - OTpMLUATE/IbHOE 3HAYEHME.
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int dna_cluster_register_ring(pfring_dna_cluster *handle, pfring *ring)
[ob6asnsaet cokeT PF_RING K knactepy DNA.

BxogHble napameTpbl:
Handle
Jdeckpuntop kKnactepa DNA.

Ring
Oeckpuntop PF_RING.

Bo3Bpawjaemoe 3HauyeHue:
0 - B c/lyyae ycnexa, B NPOTUBHOM C/ly4ae - oTpuLaTelbHOe 3HaAYeHHMe.

void dna_cluster_set_cpu_affinity(pfring_dna_cluster *handle, u_int32_t rx_core_id,
u_int32_ttx_core_id)

MpunBA3bIBaeT rnaBHble NOToKM RX 1 TX K agpy c id. B Knactepax, NOTOKM Mcnoab3yoTca gna
npuéma (RX) n otnpasku (TX) nakeToB Knactepa. 3Ta GpyHKLUMA UCNONb3yeTca A5 NPUBA3KK
YKa3aHHOro NoToKa K Aapy.

BxoaHble napameTpsbl:
Handle
Jdeckpuntop Knactepa DNA.

Rx_core_id
Id agpa ana notoka RX.

Tx_core_id
Id agpa ana notoka TX.

int dna_cluster_set_mode(pfring_dna_cluster *handle, socket_mode mode)

3a4aéT pexxum KnacTtepy: npuHumMmaTh (TonibKko RX), oTnpasnaaTb (Tonbko TX), MU n NpuHUMaTL U
oTnpasnatb (RX n TX).

BxogHble napameTpbl:
Handle
Jeckpuntop DNA KnacTepa.

Mode
Pexxnm Knacrtepa.

Bo3Bpalaemoe 3HaueHue:
0-8 CQlydae ycnexa, B MPOTUBHOM Cay4ae - OTpuuatesibHOe 3Ha4YeHUeE.

void dna_cluster_set_distribution_function(pfring_dna_cluster *handle,
pfring_dna_cluster_distribution_func func)
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3apaéT GYHKUMIO pacnpeaeneHuns nakeTos (cTaHaapTHaa GyHKuma aTo hash dyHKuma asyx ip).
3TOT BbI3OB NO3BO/IAET pa3paboTymMKam 3a4aBaTb CBOK GYHKLMIO.

BxogHble napameTpbl:
Handle
YKasaTenb Ha knactep DNA.

Func
PyHKUMA pacnpeseneHus.

void dna_cluster_set_wait_mode(pfring_dna_cluster *handle, u_int32_t active_wait)
3a4aéT BXoAALLEeMY NAKETY PEXUM OXKMAAHUA: naccMBHOe (OMPOC) UK aKTUBHOE OXKUAAHME.

BxoaHble napameTpsbl:
Handle
Jdeckpuntop DNA KnacTtepa.

active_wait
Byneso 3HayeHMe: 0 — NACCMBHbBIN PEXUM, 1 — aKTUBHbBIN PEXKUM.

BosBpau.l,aemoe 3Ha4YeHune:
O0-8 C/Qlydae ycnexa, B NPOTUBHOM Cay4ae - oTpunuatesibHOe 3Ha4YEHUE.

int dna_cluster_enable(pfring_dna_cluster *handle)
BkntovaeT Knactep.
BxoaHble napameTpbl:

Handle

Deckpuntop DNA Knacrtepa.

Bo3epauwaemoe 3HayeHume:
0-8 CQydae ycnexa, B NpoTMBHOM C/ly4ae - oTpuuatesibHoe 3Ha4YeHue.

int dna_cluster_disable(pfring_dna_cluster *handle)
OTKANKOYaET KnacTep.
BxoaHble napameTpbl:

Handle

Deckpuntop DNA Knactepa.

Bo3Bpalaemoe 3HaueHue:
0-8 CQlydae ycnexa, B NPOTUBHOM Cay4ae - OTpuuatTesibHOe 3Ha4YeHUE.

int dna_cluster_stats(pfring_dna_cluster *handle, u_int64_t *tot_rx_packets, u_int64_t
*tot_tx_packets, u_int64 _t *tot_rx_processed)
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Bo3BpallaeT CTaTUCTMKY KnacTepa.

BxogHble napameTpbl:
Handle
Deckpuntop DNA Knacrtepa.

tot_rx_packets
ObLiee KONMYECTBO NPUHATLIX MaKETOB

tot_tx_packets
ObLiee KONNMYECTBO OTMPAB/IEHHbIX NMAKETOB.

tot_rx_processed
Obuwee KONNYECTBO NAKETOB 06PabOTAHHbIX NOAYMHEHHbIMM (MpoLeccamm,
noToKamu).

Bosspau.l,aemoe 3Ha4YeHune:
0-8 CQiydae ycnexa, B NPOTUBHOM Cay4ae - OTpuuatTesibHOe 3Ha4YEHUE.

void dna_cluster_destroy(pfring_dna_cluster *handle)
ObpyLweHne Knactepa, 1 3akpbiThe cBA3n c coketom PF_RING.

BxoaHble napameTpbl:
handle
Deckpuntop DNA Knactepa.

Bo3epauwaemoe 3HayeHme:
0-8 CQydae ycnexa, B NpoTMBHOM C/ly4ae - OoTpuuaTtesibHoOe 3Ha4YeHuUe.

9.1.2. lloguuHénubie API

DNA KnacTep BeA€T (ynpasaseT) NOTOK/NPUN0oKeHMe NCNoAb3ya paclinpeHHbIn Habop PF_RING
APIl, npeaocTaBaAoLWMin 06paTHYO COBMECTUMOCTb CO BCEMMU CYLLLECTBYOLWMMMU NPUIOHKEHUAMM.
[lanee B 3TOM JOKYMEHTE Bbl YBUAUTE Pa3INYMNA MEXAY ABYMA Habopamu.

pfring_pkt_buff* pfring_alloc_pkt_buff(pfring *ring)

BosBpatuaet aeckpuntop bydepa naketa. MNamatb Bbigenserca Ha PF_RING BHyTpu sapa n

ynpasndaetca c nomoubio PF_RING (1.e. HeT free() Ha 3Ty namaATb) NCNONb3YA BbI30BbI
pfring_XXX_XXX.

BxoaHble napameTpbl
Ring
Deckpuntop PF_RING.

BosBpaliaemoe 3HauyeHue:
BosBpalaeT geckpuntop bydepa.



PF_RING User’s Guide v.5.5.3

void pfring_release_pkt_buff(pfring *ring, pfring_pkt_buff *pkt_handle)

OcBoborKaaeT 3aroNoBoK bydepa nakeTa, (NpeaBapuTeNbHO) BblAENEHHOTO GyHKUMEN
pfring_alloc_pkt_buff.

BxoaHble napameTpbl:
Ring
Oeckpuntop PF_RING

Pkt_handle
Oeckpuntop 6ydepa.

int pfring_recv_pkt_buff(pfring *ring, pfring_pkt_buff *pkt_handle, struct pfring_pkthdr
*hdr, u_int8_t wait_for_incoming_packet)

MpUHUMaEeT 3arpyXeHHbIN NakeT u3 bydepa, 0603HayYeHHbIM napameTpom pkt_handle, Bmecto
BO3BpaLLeHNA HoBOro bydepa. B AByx cnoBax, BO3BPALLEHHbIM MAaKET NOMELLAIOT B TOT XKe
aprymeHT (npoLeawmnii KOHTPob) GYHKUUMK.

BxoaHble napameTpsbl:
Ring
Jdeckpuntop PF_RING

Pkt_handle
Jeckpuntop 6ydepa, Kyga byaeT 3anncaH BXOAALWMN NaKeT.

Hdr
3aronosok PF_RING

wait_for_incoming_packet
ecnm 0, TO Mbl NPOCTO NpPoBepPsieM AOCTYNHOCTb NaKeTa, B NPOTUBHOM C/lyyae
dYyHKUMA BIOKMpPYeTCA A0 TOro, NOKa NaKeT He byaeT AOCTyMeH.

BbixogHOE 3HaYeHue:
0 - B cnlyYae OTCYTCTBMA NPUHATOrO NakeTa (Npu He 6aokumpytowenca pyHKuum), 1 8
cnyyae ycnexa, -1 B cnyyae owmbKku.

int pfring_send_pkt_buff(pfring *ring, pfring_pkt_buff *pkt_handle, u_int8_t flush_packet)
OTtnpaBnseT naket, yepes geckpuntop bydepa pkt_handle. Mpumeuanume: 3ta PpyHKUMA
cbpacbiBaeT cogepXKMmoe yKasaTens bydepa, ecnm HyKHO COXPaHUTb codepXmnmoe ybeagmtecs,
YTO CKOMMPOBANM AaHHble A0 €€ BbI30OBa.
BxoaHble napameTpbl:

Ring

Oeckpuntop PF_RING.

pkt_handle
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Oeckpuntop 6ydepa.

flush_packet
BO3MOXHas OYMUCTKa NepesiaHHOM ouyepeaum.

Bo3Bpawjaemoe 3HauyeHue:
B cnyyae ycnexa — BO3BpaLLaeT KOJIMYECTBO OTNpPaB/IeHHbIX 6alTOB, B MPOTUBHOM
cny4dae - OTpMUATENIbHOE 3HaYeHMe.

u_char* pfring_get_pkt_buff_data(pfring *ring, pfring_pkt_buff *pkt_handle)
Bo3Bpaluaet ykasaTenb bydepa, ykasbiBalowmii Ha geckpuntop bydepa c naketom.

BxoaHble napameTpsbl:
Ring
JDeckpuntop PF_RING.

Pkt_handle
JeckpunTop bydepa.

Bo3Bpalaemoe 3HayeHue:
YKaszaTtenb Ha bydep c nakeTom.

void pfring_set_pkt_buff_len(pfring *ring, pfring_pkt_buff *pkt_handle, u_int32_t len)

3342671 gnHY nakeTa. PyHKUMA HYXKHA, €C/IM Bbl XOTUTE YKa3bliBaTb COOCTBEHHYIO ANMHY MaKeTa,
BMECTO TOTr0 YTO6bl MCNONBL30BATL PAa3Mep NPUHATOTO NakKeTa.

BxoaHble napameTpsbl:
Ring
JDeckpuntop PF_RING.

Pkt_handle
JeckpunTop bydepa.

Len
JnvHa nakera.

void pfring_set_pkt_buff_ifindex(pfring *ring, pfring_pkt_buff *pkt_handle, int if index)

CBsA3biBaeT geckpunTtop bydepa (obpabaTbiBatowuii naket) ¢ id uHTepdelica. Ton pyHKUMEN
06bI4HO 3343ETCA MHAEKC UCXOAALLErO UHTepdeiica.

BxoaHble napameTpsbl:
Ring
HDeckpuntop PF_RING.

Pkt_handle
Jeckpuntop Ha bydep.
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if index
id nHTEepdenca.
void pfring_add_pkt_buff_ifindex(pfring *ring, pfring_pkt_buff *pkt_handle, int if index)

Jobasnset id nHTepdeica K uHTepdelicam ids geckpuntopa 6ydepa. PyHKUMA UCNONbIYETCH, YTOObI
334aTb BbIXOAHble MHTepdelichl (pa3BeTBUTENb) Bydepy NakeTos.

BxoaHble napameTpbl:
Ring
Oeckpuntop PF_RING.

Pkt_handle
Jeckpuntop 6ydepa.

If_index
Id nnTepodeiica.

void pfring_register_zerocopy_tx_ring(pfring *ring, pfring *tx_ring)

MpucoeaunHaet cokeT DNA K kKnactepy DNA, 4To NO3BOAAET NPUAOKEHMIO MPUHUMATbL NAKeTbI
M3 Knactepa M OTNpaBAAaTb UX Yepes zero-copy Ha DNA nHtepdeiic /ouepesb.

BxoaHble napameTpsbl:
Ring
HeckpunTtop PF_RING (knactep DNA noaunHeHHbI/notpebutens).

Tx_ring
CokeT DNA (tx), KOTOpbIV A0MKEH BbITb NOACOEAMHEH K KNacTepy.

9.2. DNA npoTasiKuBaTeJb

DNA npoTankuBaTenb nepekmabiBaeT (KOMMYTUPYET) NaKeTbl MeXay 2-Ms UHTepdericamu B
peXKnme zero-copy, OCTaBAAA BO3MOXKHOCTb M0/Ib30BATENI0 YCTaHABAMBATL GYHKLUMIO KOTOPanA
MOET NPUHMMATb PELLUEHUNE K KaXKA0MY NnocaeayowemMy nakeTy, N1to60i U3 KOTOpbIX A0/IXKEH
6bITb ONpaBneH uam HeT. MpoTankmMBaTeNb MOXKeT paboTaTb B OAHOHANPABAEHHOM PEXUME,
4TO O3HAYaEeT KONMPOBaHUE TO/IbKO B OAHOM HanpaBaeHUN (BBOA, B BbIXOAHbIE KO/bLA, €CAN
HY»KHO AByHanpaB/AeHHOe KonMpoBaHMe HeobxoaMMO co34aThb ABa NPOTA/IKMBATENA
MOTOKA/MPUNOXKEHUA), NN B ABYHANPABAEHHOM PEKUME.

9.2.1. API DNA npoTankuBaTeJis
pfring_dna_bouncer *pfring_dna_bouncer_create(pfring *ingress_ring, pfring *egress_ring)
Co3paét HoBbIM Aeckpuntop DNA npoTtankusatens.

BxoaHble napameTpbl:
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ingress_ring
CoKeT, OTKyAa nakeTbl ByayT UMTaTbhCA.

egress_ring
CokeT yepes KoTopbln ByayT OTNPABAATLCA NaKETbI.

Bo3Bpawjaemoe 3HauyeHue:
Deckpuntop DNA npotankmsartens.

int pfring_dna_bouncer_set_mode(pfring_dna_bouncer *handle, dna_bouncer_mode mode)

3a4aéT pexkum paboTtbl DNA npoTankmeatens: o4HOCTOPOHHUM (CTaHAaPTHbIN) UK
OBYCTOPOHHWIA.

BxogHble napameTpsbl:
Handle
Deckpuntop DNA npoTankmsatens.
Mode
Pexkum: one_way_mode naun two_way_mode.

Bosspau.l,aemoe 3Ha4YeHune:
0-8 Cniydae ycnexa, B NPOTUMBHOM Cay4ae - OTpunuatTesibHOe 3Ha4YEHUE.

Int pfring_dna_bouncer_loop(pfring_dna_bouncer*handle, pfring_dna_bouncer_decision_func
func, const u_char *user_bytes, u_int8_t wait_for_packet)

Bkntouaet DNA npoTtankmsaTtensb.

BxogHble napameTpsbl:
Handle
Deckpuntop DNA npoTtankmsartens.
Func
®dyHKUMA 06paboTKM NaKeTa.
user_bytes
YKaszaTesb Ha N01b30BaTe/IbCKME AaHHbIE.
wait_for_packet
ecnun 0 TO NpMMeEHAETCA 0XUOAHME, UCNOJIb3yeMOE A/1A NPOBEPKM AOCTYNHOCTU
nakera.

Bo3Bpaliaemoe 3HayeHue:
0 - B ciyyae ycnexa, B NPOTMBHOM C/ly4ae - OTPMLATENbHOE 3HAYEHMeE.

void pfring_dna_bouncer_breakloop(pfring_dna_bouncer *handle)
OcTaHaBAMBAET NPOTa/IKMBATEb.
BxogHble napameTpbl:

Handle
Jdeckpuntop DNA npotankusartens.
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void pfring_dna_bouncer_destroy(pfring_dna_bouncer *handle)
YHWUTOXKaeT NpoTankmeaTe b U 3aKpbiBaeT cBA3aHHble cokeTbl PF_RING.

BxogHble napameTpbl:
Handle
Deckpuntop DNA npotankmsartens.

9.3. ®parMeHThI KoJIa [I/1s1 OOIIMX CyYaeB.

9.3.1. DNA kJsiacTep: NIpUHATD IAaKeT U OTJIO)KUTh €ro B CTOPOHY

/*6epem peckpuntop bydpepa c naketom*/
pfring_pkt_buff *pkt_handle = pfring_alloc_pkt_buff(ring);
//npoBepsem ero, Ha Hannumne B HEM AaHHbIX
if (pkt_handle != NULL) {
/*nomeuiaem npuHATLIN nakeT B pkt_handle (aenaem nepesanuck atoro aprymenTa) */
rc = pfring_recv_pkt_buff(ring, pkt_handle, &hdr, wait_for_packet);
/*ecnn naket 3anucanm ycnewHo, To*/
if (rc>0) {
/*OoTKnaabiBaem NakeT C CTOPOHY ANA AaNbHEULWNX AEUCTBUIA Hag HUM* /
enqueue_packet(pkt_handle);

}
}

/*6epem oTnoXeHHbI naket*/
pkt_handle = dequeue_packet();

/* Aenaem 4to-HMbYAb C 3TUM NaKeToM M ocBobOXKAaemcA OT Hero*/
/*6epem geckpuntop atoro bydpepa*/

buffer = pfring_get_pkt_buff_data(ring, pkt_handle);

/*unctum peckpuntop bydepa */

pfring_release_pkt_buff(ring, pkt_handle);

9.3.2. DNA kJiacTep: npuéM nakeTa 4 OTIIPaBKa ero 4yepe3 MexaHUu3M Zero-copy

/*6epem peckpuntop bydpepa c naketom*/
pfring_pkt_buff *pkt_handle = pfring_alloc_pkt_buff(ring);
//npoBsepsaem ero, Ha Hannume B HEM AaHHbIX
if (pkt_handle != NULL) {
/*nomeutaem npuHATLIN nakeT B pkt_handle (aenaem nepesanuck atoro aprymenTa) */
rc = pfring_recv_pkt_buff(ring, pkt_handle, &hdr, wait_for_packet);
/*ecnu nakeT 3anucanu ycnewHo, To*/
if (rc>0) {
/*ecnn, nakeT oTnpasnaeTca Ha Apyron nHTepdenc*/
if (forward_packet_to_another_interface) {
/*3apaém cooTBetcTBMe naketa pkt_handle c nHtepdeiicom if_index*/
pfring_set_pkt_buff_ifindex(ring[thread_id], pkt_handle, if_index);
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}else {
/*oTpaxaeT nakeT Ha rx nHTepdeiic (y>ke 3agaHHbIn B pkt_handle)*/

}

/*otnpasnaet naket pkt_handle, nocne otnpasku bydep uncrurca */
pfring_send_pkt_buff(ring[thread_id], pkt_handle, 0);
}
}

9.3.3. Knactep DNA: 3aMeHa cTaHAApPTHOU QYHKIUM pacnpe/ie/ieHus Ha
[10J1b30BaTEJbCKYI0 QYHKLMIO.

int hash_distribution_function(const u_char *buffer,
const u_int16_t buffer_len,
const u_int32_t num_slaves,
u_int32_t *id_mask,
u_int32_t *hash) {
u_int32_t slave_idx;
/*paccunTbiBaHMe X3l ABYHaNpaBAeHHOM nporpammbl */
*hash = custom_hash_function(buffer, buffer_len);
/*6anaHcuposka no hash*/
slave_idx = (*hash) % num_slaves;
*id_mask = (1 << slave_idx);
return DNA_CLUSTER_PASS;
}
/*3apaém dyHKUMIO pacnpeaeneHns NakeToB BMECTO CTaHAAPTHOM
hash_distribution_function*/
dna_cluster_set_distribution_function(dna_cluster_handle, hash_distribution_function);

9.3.4. Knactep DNA: 3ameHa cTaHAapTHOM QyHKLIMU pacnpezesieHUs Ha pa3BeTBJIAIOLIYIO
byHKIHIO.

int fanout_distribution_function(const u_char *buffer,
const u_int16_t buffer_len,
const u_int32_t num_slaves,
u_int32_t *id_mask,
u_int32_t *hash) {

u_int32_t n_zero_bits =32 - num_slaves;

/* Bo3BpalleHme 6UTOBOro oTobparkeHns NoAYUHEHHbIX id */
*id_mask = ((OXFFFFFFFF << n_zero_bits) >> n_zero_bits);
return DNA_CLUSTER_PASS;

}

dna_cluster_set_distribution_function(dna_cluster_handle, fanout_distribution_function);
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9.3.5. Knactep DNA: oTnipaBKa BXOAsLIEro nakeTa cpa3y, 6e3 MpoxoxKAeHHUs yepes
MOJAYMHEHHBIU MPOLLECC UJIU IPOTPaAMMY.

int hash_distribution_function(const u_char *buffer,
const u_int16_t buffer_len,
const u_int32_t num_slaves,
u_int32_t *id_mask,
u_int32_t *hash) {

u_int32_t socket_idx = get_out_socket_index();
*id_mask = (1 << socket_idx);
return DNA_CLUSTER_FRWD;

}

pfring_dna_cluster *dna_cluster_handle;
/*co3paém HOBbIN YKa3zaTenb Ha Knactep DNA*/
dna_cluster_handle = dna_cluster_create(cluster_id,// na knactepa
num_threads, //Kon-Bo NOAYNMHEHHbIX NOTOKOB
DNA_CLUSTER_DIRECT_FORWARDING);// Bkntouaet
«HanpaB/IEHHYIO NEePEeCbIIKY»
/*3a4aET peXKMm Knactepy, B 4aHHOM C/ly4ae — OTNPaBAATb U NPUHUMATL*/
int dna_cluster_set_mode(dna_cluster_handle, send_and_recv_mode);
/*3amaém dyHKUMIO pacnpeaeneHns NakeTos BMECTO CTaHAAPTHOM
hash_distribution_function*/
dna_cluster_set_distribution_function(dna_cluster_handle,
hash_distribution_function);

10. IInmmuem miiarunbl K PF_RING

HauunHaa c Bepcum 3.7, pa3paboTynmkm moryT nnucatb naaruHol, 4tobel aenernposatb ¢ PF_RING:
e AHanu3s (NapcuHr) nonen gaHHbIX NakeTa
e  duabTpauma nNo coaepHUMOoMy naketa
e PacuéT ctaTucTMKkKM TpaduKa B sgpe

YT0obbl NOHATbL MAEH NPEeACTaBbTE, YTO BaM HYXKHO pa3paboTaTb NpUIoKeHne ans
MmoHuTopuHra VolP tpaduka. B atom cnyyae Bam ans storo Heobxoanmo:
e AHanu3MpoBaTb CUrHaNM3NpYoLLMe nakeTbl (Hanp. SIP naun 1AX), 4tobbl NnepecbinaTb
TOJ/IbKO T€ NaKeTbl, KOTOPbIE NPUYACTHbI K MHTEPECYIOWMM COeANHEHUAM.
e BblunCANTb CTaTUCTUKY NaKeTOB nepeaarowwmx ronoc, Yepes PF_RING n onosectuTtb
nosnb3oBaTena (NPUNoXKeHUe) TOIbKO O CTAaTUCTUKe, 6e3 camMux NaKeToB.
B aToM cnyyae pa3paboTymMK MoXKeT HanucaTb 2 naarnHa, Tak 4to PF_RING mMoKHO
MCNoNb30BaTb Kak paclumMpeHHbI GuabTp TpadumKa M Kak cnocob yBennyeHma CKopocTu
06paboTKM NaKeTa c NomMoLbio 06X04a NAKeTOB, He KacaAach AApa, KOraa B 3TOM HeT
HeobxoAMMOCTH.

B ocTtanbHO YacTu rnasbl 06bHCHHETCH, KaK caenatb nnaarnH n Kak ero Bbi3satb U3
NPOCTPAHCTBa NO/1Ib30BaTENA.
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10.1. Peanu3sanusa naaruda PF_RING

BHyTpu ampektopun kernel/net/ring/plugins/ ectb nnarmd dummy_plugin KOoTopblit NOKa3bIBaeT,
KaK peann3oBaH NPoCToi nnarnH. [laBante uccnegyem Ko,

KakabI nnaruH peannsyetca Kak moaynb aapa Linux. Kaxablit moaynb A01KEH UMETb 2
dyHKuMM, module_init n module_exit, KoTopble BbI3bIBAOTCA, KOr4a MOAY/b
MHUUManmampyetca n ygansaetca. PyHkuma module_init, 8 dummy_plugin Hanpumep,
peanusyeTca ¢ Nnomolbto ¢pyHKUMM dummy_plugin_init(), oTBeyatowan 3a perucrpaunio
niarMHa c NOMoLLbto Bbi3oBa GyHKUMK register_plugin(). MapameTp nepepaetca B
pPerncTpaumoHHyo0 GYHKLUNIO, KaK CTPYKTYpa AaHHbIX TMna ‘struct pfring_plugin_registration’
KOTOPan COAEPKMUT:
e plugin_id
YHUKaNbHbIN LenoYmcneHHbin id nnarmHa.
e pfring_plugin_filter_skb
YKazaTtenb Ha GYHKLMIO, BbI3bIBaEMYHO BCAKMIM Pas, KOrga NakeTbl HYXXHO pUNAbTPOBaTh.
3Ta pyHKUMA BbI3biBaeTca nocne pfring_plugin_handle_skb().
e pfring_plugin_handle_skb
YKasaTenb Ha GYHKLMIO, BbI3bIBAEMYIO BCAKUIM Pa3, KOrga NPOUCXoauT NpUEm
BXOAALLErO MaKeTa.
e pfring_plugin_get_stats
YKasaTenb Ha GYyHKLMIO, BbI3bIBAEMYIO BCAKUIM Pa3, KOrga N0/b30BATENO HYXKHO
NPOYUTATb CTAaTUCTUKY C PUABTPA, KOTOPbIMA AaKTUBEH B NArNHe.
e pfring_plugin_purge_idle
YKazaTtenb Ha GYHKLMIO, Bbl3blBaeMYHO BCAKMI pas, KOr4a N0Nb30BaTENO HYXKHO
OYNUCTUTb GUNBTP, KOTOPbIA AKTUBEH B NAArMHE.
o pfring_plugin_free_rule_mem
YKa3zaTenb Ha QYHKLMIO Bbi3biBaeMyHO KOraa GuabTp, aKTUBHbIN Ha NAarvHe, yaanserca
C Hero.
o pfring_plugin_free_ring_mem
YKasaTenb Ha GYHKLMIO BbI3bIBAEMYIO KOT4a NAarMH He 3arpyxeH (unregistered)
(rmmod) nnu Konbuo (Mcnonb3ytollee) nnaruHa yaaneHo. OTymwaeT BClo rnobasbHyto
NaMATb 3a4aHHYIO (OrpaHUYEHHY0) NAarMHOM BO Bpemsa ero GyHKLUOHNPOBAHUSA.
e pfring_plugin_add_rule
YKasaTenb Ha GyHKLMIO, BbI3bIBAEMYIO KOr4a No/b30BaTeb 33430 A1A NAarnHa puabtp
c pexxumom forward_packet_add_rule_and_stop_rule_evaluation. ®yHKuua
BbINOJIHAETCA €C/IN NAKET YA,0BNETBOPAET YCN0BUAM GUNLTPA.

Pa3paboTunKk MOXKET He peasin30BbIBaTb BCE Bbille NpeacTaBaeHHble GYHKUMU, HO B 3STOM
cnyyae nnaruH 6yaeT orpaHmyeH B pyHKUMOHanbHOCTM (Hanp. ecaum pfring_plugin_filter_skb
3a4aH Kak NULL, To punbTpaums noaaepkmsatbca He byaer).

10.2. Ilnarun PF_RING: [leckpuniTop BXOAALUX IAKETOB

static int plugin_handle_skb( struct pf_ring_socket *pfr,
sw_filtering_rule_element *rule,
sw_filtering_hash_bucket *hash_rule,
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struct pfring_pkthdr *hdr,

struct sk_buff *skb, int displ,
u_intl6_t filter_plugin_id,

struct parse_buffer **parse_memory,
rule_action_behaviour *behaviour)

3Ta GyHKLUMA BbI3bIBAETCA BCAKUI pa3, Koraa nony4yatoT xoaawmit (RX nnm TX) naket. OHa
06bI4HO 0OHOBAAET CTAaTUCTUKRY PUNLTPA. 3ameTbTe, ecnu pas3pPaboTumK 3a4as 3TOT NJ1arMH Kak
nnarvH GuabTpaLmm, Toraa naker:

® y)Ke NPoaHaNn3NPOBaH;

e nepeaaH npasuay GMAbTPALMM NONE3HOM HArpy3KK (ecam 3agaHo).

BxogHble napameTpbl:
Rule
YKa3saTenb Ha Heno/siHoe NpPaBuo (ecan aTomy naarnHy 66110 3a43aHO HEMOTHOE
npasuno) nam NULL (ecnm atomy nnarvHy 6bi10 3a4aHO KOHKPETHOE NPaBuo).

hash_rule

YKa3zaTenb Ha KOHKPETHOoe NpaBmao (ecnm sTOMy NaaruHy 66110 334aHO KOHKPETHoe
npasuno), uan NULL (ecan aTomy nnarnHy 6b1/10 3a4aHO HEMOJIHOE NPABUIIO).
NmenTe B BUAY, ecnv npaBuno npuHumaet 3HadeHmne NULL, hash_rule He byaeT
BbINOJIHATLCA, U HAO6OPOT.

Hdr
YKa3saTenb Ha 3aroZI0BOK NPMHUMaAEMOoro naketa pcap. Moxanyiicra, obpature
BHUMaHMe, 4YTO:
® MaKeT yXe pa3obpan;
e 3aro/I0BOK Npe/cTaBAseT cobol pacllMPEHHbI pcap 3aro/IoBOK,
cogeprKallmii pa3obpaHHbIi 3aro/I0BOK NaKeTa no noJsiAmM NpoTOKO/0B.

Skb
sk_buff cTpykTypa gaHHbIX, ucnonb3yemas B Linux ans nepeHoca NakeToB BHYTPU
aapa.

filter_plugin_id

Id nnarnHa KoTopblit genaeTt pa3bop Nose3HoM Harpy3KM nakeTa (He 3aro/IoBKa,
KOTOPbIN yrKe 3anucaH BHyTpu hdr). Ecan y filter_plugin_id Takoit ke id Kak nid y
dummy_plugin Toraa naket y»xe pa3obpaH 3TMM NaarMHOM M napameTp
filter_rule_memory_storage yKka3sbiBaeT Ha NamsTb C pa30b6paHHON NoNe3HoM
HarpysKoi.

parse_memory
YKaszaTenb Ha CTPYKTYPY AaHHbIX COAEP KaLLyo MHGOPMaLMIo Pa3obpaHHOM
nose3HoM HarpysKkun nakeTa, Kotopasa bbina pasobpaHa naarMHom c id napameTpa
filter_plugin_id. ObpaTnte BHUMaHME, YTO:
® TO/IbKO OAMH NAAarMH MOXKeT pa3bnpaTb NaKerT;
e namATb AnA pasbopa pacnpeaensercs AnHamu4yecku (T.e. yepes kmalloc) c
nomouybto plugin_filter_skb n ocBoboxkgaetcsa ¢ nomoubto sapa PF_RING.
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Bo3Bpawaemoe 3HayeHue:
0 - B c/lyyae ycnexa, B MPOTUBHOM CJlyyae - OTpuLaTesibHOe 3HaYeHue.

10.3. [lnarun PF_RING: ®uabTpanysa BXoAAIMX IAKETOB.

int plugin_filter_skb( struct pf_ring_socket *pfr,
sw_filtering_rule_element *rule,
struct pfring_pkthdr *hdr,
struct sk_buff *skb, int displ,
struct parse_buffer ** parse_memory)

3Ta ¢yHKUMA BbI3bIBAETCA BCerga nepeq pasbopom naketa (dyepes plugin_handle_skb)
BxogAuLero naketa (RX nam TX) KOTOpbIA HY»KHO NPONYCTUTL Yepes punbTp. B aTom cnyyae
nakeT pa3bupaeTcs, BO3BpaLLAETCss NPOAHANM3MPOBAHHAA MHPOPMALMA M BO3BPALLLAETCA
3HaYeHMe yKasbiBatowee, 6bin M NaKeT nponyweH GuabTpom.

BxogHble napameTpbl:
Rule
YKa3zaTenb Ha HeNno/siHoe NpPaBuI0, KOTOPOE COAEPKMUT 3HauyeHne dUabTpa
NPUMEHUMOE K MaKeTy.

Hdr
YKasaTenb Ha 3aro/I0BOK NpMHMMaeMoro naketa pcap. Moxanyicra, obpature
BHMMaHMeE, 4YTO:
® [aKeT y)Ke pasobpaH;
® 3aro/I0OBOK NpeAcTaBnseT coboM pacllMpPEeHHbI pcap 3aro/IoBOK,
cogeprkalimii pa3obpaHHbIN 3aroI0BOK NaKeTa Nno noJsiAmM NpOTOKO/0B.

Skb
sk_buff cTpykTypa gaHHbIX, ucnonb3yemas B Linux ans nepeHoca NakeToB BHYTPU

aapa.

BbixogHble NnapameTpsbl:
parse_memory
YKa3zaTenb Ha 061acTb NamATK 3agaHHan PyHKUMeER, KoTopasa byaeT cogepKaTb
MHPOpPMaLMIO O NPOAHANN3UPOBAHHON NONE3HOM Harpy3KM NakeTa.

Bo3Bpalaemoe 3HaueHue:
0 - ecan nakeT He coBnan ¢ npaBniIoOM d)MI'IpraLI,MVI, M NONTOXKUTENIbHOE YNCNO - eCIN
cosnan.

10.4. [Inarun PF_RING: YTeHue cTaTUCTUKU IAKETOB.

int plugin_plugin_get_stats( struct pf_ring_socket *pfr,
filtering_rule_element *rule,
filtering_hash_bucket *hash_rule,
u_char* stats_buffer,
u_int stats_buffer_len)
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ITa PpYHKLMA BbI3bIBAETCA, KOTAA NPUIOKEHME NOIb30BaATENA XOYET Yy3HaTb CTaTUCTUKY MO
dunbTpytowemy npasuny.

BxogHble napameTpbl:
Rule
YKaszaTtesib Ha HENOJIHOe NPaBUAO (ecnK 3TOMY NAarMHy 66110 3a4aHO HENOAHOe
npasuao) nam NULL (ecnv sTomy nnarnHy 66110 3a4aH0 KOHKPETHOE NpPaBuIo).

hash_rule

YKasaTeNlb Ha KOHKPETHOEe NpPaBu/Io (ecan STOMyY NaarMHy 66110 334aHO KOHKPETHOe
npasuno), unm NULL (ecnm aTomy naarvHy 6bi10 3a4aHO HENOMHOE NPaBUIO).
NmenTe B BUAY, ecnm npasmno NULL, hash_rule He 6yaeT, u HaobopoT.

stats_buffer
yKasatenb Ha bydep, Kyaa ctaTUcTUKa byaeTt ckonnpoBsaHa.

stats_buffer_len
OnvHa B 6aliTax 6ydepa stats_buffer.

Bosspau.l,aemoe 3Ha4YeHune:
OnnHa npasunna CTatTUCTUKK, O0-8 cnyyae OLMOKMN.

10.5. Ucnosib3oBanue miaruda PF_RING

MpunoxeHune, ocHoBaHHoe Ha PF_RING, moXeT BOCNONb30BaTbCA NpenmMmyLLecTBaMm NAArMHOB,
Korga 3agaHbl npasuna dunotpaumn. CTpyKTypa gaHHbix filtering_rule ucnonbsyerca gna
334aHNA NpPaBMAA U YKa3aHUA CBA3AHHOIO C HEeM naaruHa.

filtering_rule rule;
rule.rule_id = X;

rule.plugin_action.plugin_id = MY_PLUGIN_ID;

Korga plugin_action.plugin_id 3agaH, Bcakuin pas, Korga nakeT COOTBETCTBYET YaCTU 3aron0BKa
npasuna, Toraa nnarnd MY_PLUGIN_ID (ecnu 3apeructprpoBaH) Bbi3biBaeTCA U Bbi3bIBAOTCA
plugin_filter_skb () n plugin_handle_skb() .

Ecnu paspaboTumk xoueT puabTpoBaTb NakeTbl Ao BbizoBa plugin_handle_skb(), Toraa
pacwmpeHHble nons filtering_rule aonkHbl 6bITb 3a4aHbI. Hanpumep, peannsyem nnarnH
dunbTpaumm SIP n caenaem Tak, yTobbl BO3BpaLlanuch To/1bKo nakeTbl INVITE. Cneaytoupe
CTPOKM KOoAa NOKa3bIBatOT, KaK 3TO cAenaTb.

struct sip_filter *filter = (struct sip_filter*)rule.extended_fields.filter_plugin_data;

rule.extended_fields.filter_plugin_id = SIP_PLUGIN_ID;
filter->method = method_invite;

filter->caller[0] = "\0'; /* Any caller */

filter->called[0] = "\0'; /* Any called */
filter->call_id[0] = '\Q'; /* Any call-id */
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Kak obbsacHAnock Bbiwe, pyHKumsa pfring_add_filtering_rule() ncnonbayetca ans perncrpaymm
npasun GunbTpaunu.

11. CrpyKTypsl gaHHbIX PF_RING.

Hu}Ke onncaHbl HEKOTOpPbIE pesieBaHTHbIE (aKTyasibHble) CTPYKTYpbl AaHHbIX PF_RING.

typedef struct {
u_intl6_trule_id; /*npasuna 06pabatbiBatOTCA OT HUMKHErO A0 Bbicwero id*/
rule_action_behaviour rule_action; /*4To penatb B cAyyae cosnageHun*/
u_int8_t balance_id, balance_pool; /*ecnu balance_pool >0, Toraa nepeaaém nakert Bbille, TONbKO €Cau
(hash(proto, sip, sport, dip, dport) % balance_pool) = balance_id */
u_int8_t locked; /*He yoanaTte*/
u_int8_t bidirectional; /* B3aumogeicrteue (HanpasneHue) y3nos (Mo ymonyaHuio: MoHo)*/

filtering_rule_core_fields core_fields;

filtering_rule_extended_fields extended_fields;

filtering_rule_plugin_action plugin_action;

char reflector_device_name[REFLECTOR_NAME_LEN];

filtering_internals internals; /*BHYTpeHHKWe nons PF_RING*/
} filtering_rule;

typedef struct {
u_int8_t smac[ETH_ALEN], dmac[ETH_ALEN]; /*ucnonb3yitte «0» (Hyneson MAC-aapec) ana ntoboro MAC-agpeca. 31o
NMPUMEHSETCA K UCTOUYHUKY M Ha3HauyeHuo */

u_intl6_t vlan_id; /*ncnonb3yitte «0» ana ykasaHua aoboro vlian*/

u_int8_t proto; /*uncnonb3yiite «0» ans ykasaHua aoboro npotokona*/

ip_addr shost, dhost; /* «0» ana noboro xocta. ITO NPUMEHAETCA K UCTOUYHUKY U
HasHaveHuio */

ip_addr shost_mask, dhost_mask; /*IPv4/6 macka*/

u_int16_t sport_low, sport_high; /* AvmanasoH noptos oT port_low go port_high */

u_int16_t dport_low, dport_high; /* ananasoH noptos ot port_low o port_high */

} filtering_rule_core_fields;

typedef struct {

char payload_pattern[32]; /*ecnu strlen(payload_pattern) > 0, Torga nosnesHas Harpyska naketa
[O/IXKHA COOTBETCTBOBATH WabnoHy*/
u_int16_t filter_plugin_id; /*ecnn > 0 TO OH onpegenseT NaaruH, K Kotopomy 6yaeT nepesasaTb

HUXKENPUBEAEHHYIO CTPYKTYPY AaHHbIX 418 CPAaBHEHUS
(conoctaBnenus) */
char filter_plugin_data[FILTER_PLUGIN_DATA_LEN]; /*Henpo3pauHas CTPyKTypa AaHHbIX, KOTOpas onpeaenserca ¢
MOMOLLbIO 334aHHOrO NAarMHa 1 KoTopas 3a4aéT KpuTepun
dunbTpauMmM 4NA NPOBEPKM COOTBETCTBUA. Kak npasuo, atu
JaHHble NnepecobupaeTcs Ha 6onee NONHYH CTPYKTYPY
AaHHbIX*/
} filtering_rule_extended_fields;

typedef enum {
forward_packet_and_stop_rule_evaluation = 0, dont_forward_packet_and_stop_rule_evaluation,
execute_action_and_continue_rule_evaluation,
execute_action_and_stop_rule_evaluation,
forward_packet_add_rule_and_stop_rule_evaluation, /*aBTo3anonHatoLLeeca KOHKPETHOE NPaBUIo UK Yepes

plugin_add_rule() */

forward_packet_del_rule_and_stop_rule_evaluation, /*tonbko plugin_del_rule()*/
reflect_packet_and_stop_rule_evaluation,
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reflect_packet_and_continue_rule_evaluation,

bounce_packet_and_stop_rule_evaluation,

bounce_packet_and_continue_rule_evaluation
} rule_action_behaviour;

typedef struct {

u_intl6_t rule_id;

u_intl6_t vlan_id;

u_int8_t proto;

ip_addr host_peer_a, host_peer_b;

u_intl6_t port_peer_a, port_peer_b;

rule_action_behaviour rule_action; /* 3apaért, uto AenaTb B Ciyyae cosnageHma*/

filtering_rule_plugin_action plugin_action;

char reflector_device_name[REFLECTOR_NAME_LEN];

filtering_internals internals; /*BHyTpeHHue nona PF_RING */
} hash_filtering_rule;

typedef struct {
u_int64_t recv, drop;
} pfring_stat;

12. PF_RING DNA Ha BUPTYaJ/IbHOM MallHHE.

Pasnen 5.4 coaep»uT Kpatkoe nsnoxeHme moaynsa PF_RING DNA, KoTopbiii NO3BOJIAET Bam
MaHUNyAnpoBaTb NakeTamm ntoboro pasmepa Ha 10 Gbit ckopocTax. brarogapa BUpTyanbHbIM
TEXHONI0MMAM OCHOBaHHbIX Ha IOMMUs (Intel VT-d uan AMD IOMMU), cTanio BO3MOMKHbIM
npucBanBaTb YCTPOMCTBO FOCTEBOM ONEPaALLMOHHOM CUCTEME, KOTOpasA MNOlYYUT NPerMmyLLecTBa
moayna DNA PF_RING B npegenax VM (BMpTyanbHOM MallnHbl). B cneayrowmx pasgenax
NOKa3aHo, KaK ckoHourypmposatb VMWare n KVM. Monb3osatenu XEN moryT ncnonb3oBatb
AHANOrMYHble KOHPUTYPALLUM CUCTEMBI.

12.1. Koudurypanyus BIOS

Bo-nepsbix, ybeanTech, YTO Balla MaTepUHCKanA naaTta nogaepxusaet npobpoc PCl ycTpoiicTea
M NpoBepbTe, YTO OH BK/OYEH B Ballem BIOS.

o

ANC Type © *Field Panily

Hemary Refecence Code Row | 1.30 Enabled
Memory Frequency @ VX1 Mt
Homory Resap Feature (Enabled!

Netive State Power Management  [BT5abTed)

Route Port BON cycles to eI

USE Functions (Enabled] The o :Move

Legacy USE Support (Autal Enter :Select
o/ S Value
F10:Save
ESC:Exit
Fl:Geweral Help

FO:Fail Safe Defounits
F9:0ptimized Defauits

w02 .67 (C)Copyr ight 1985-2009. Amer ican Megatrends, In

12.2. Kondurypanus VMware ESX
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Onsa HacTpoliku PCl npobpoca B8 VMWare, otkpoiite vSphere Client n coeauHutech ¢ cepepom.

n u

BbibepuTe cepsep, npocneayite no “Configuration”, “Advanced Settings”, “Configure

Passthrough”.
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Mepesarpysute cepsep.

Mocne nepesarpysku, ybegutech, yto V-aa M-Ha, rae yctpoiictso PCl 6ygeT 3a4eincTBoBaHo,
HaxoAMTCA B BbIKIHOYEHHOM COCTOAHUK. OTKpOoNTE HacTponkn VM 1 HaxkmuTe “Add...” BO
BKnagKke “Hardware”.
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3arpy3suTte BMPTya/ibHYO MalWwKnHy 1 yctaHoBuTe PF_RING c DNA gpaiiBepom, Kak 06bI4HO.

12.3. Kondpurypauusa KVM.
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[na Toro ytobbl ckoHdUrypmposatb PCl npobpoc Ha KVM, ybeautechb 4To B Baliem sape
BK/IHOYEHDI C/ieaytolme onumm:

Onuuu wuHbl (PClnT.4.)
[*] Noppepxka ans DMA nepeHa3Ha4yeHMA YCTPOMCTB.
[*] Bkntounts DMA nepeHa3HayeHuMe yCTPOMCTB.
[*] Noppep:kKa Ana nepeHasHayYeHUs NpepbIBaHUN.
<*> lpaiiesep PCl Stub (3arnywka)

S cd /usr/src/linux

S make menuconfig

S make

S make modules_install

S make install

( 9TV peiicTBMA 3aBMCAT OT MCNONb3YEMOro ANCTPUBYTMBA)

Mepeaarite “intel_iommu=on” Kak napameTp saapa. Hanpumep, ecam Bbl UCNONb3yeTe grub,
oTtpepaktupymte /boot/grub/menu.lst Tak:

title Linux 2.6.36

root (hd0,0)
kernel /boot/kernel-2.6.36 root=/dev/sda3 intel_iommu=on

OTBAMUTE YCTPOWCTBO OT ApaliBepa Agapa ocHoBHOM OC, KOTOpPOeE Bbl XOTUTE Ha3Ha4uTb VM.
S Ispci -n

02:00.0 0200: 8086:10fb (rev 01)

S echo “8086 10fb” > /sys/bus/pci/drivers/pci-stub/new_id

S echo 0000:02:00.0 > /sys/bus/pci/devices/0000:02:00.0/driver/unbind

S echo 0000:02:00.0 > /sys/bus/pci/drivers/pci-stub/bind

3arpysute KVM u 3anyctute VM.

S modprobe kvm
S modprobe kvm-intel
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S /usr/local/kvm/bin/gemu-system-x86_64 -m 512 -boot ¢ \
-drive file=virtual_machine.img,if=virtio,boot=on \

-device pci-assign,host=02:00.0

YctaHosuTe u 3anyctute PF_RING c DNA gpaliBepom, Kak U 06bI4HO.



